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How to prepare for AI crises you cannot predict

AT A GLANCE

• Most government AI preparation follows a predict-then-act logic: rank threats by
likelihood, prepare for the top of the list. AI resists prediction, and capabilities
built around a failed forecast fail with it.

• We adapt capability-based planning from defence and homeland security: sample
a scenario library across declared axes, rate government capabilities against every
scenario, and extract priorities under explicit decision rules.

• Piloted across the four most severe AI threat classes: robust priorities surface even
from imperfect ratings, before likelihood or risk preference is settled.

Across jurisdictions, governments are preparing for advanced AI: safety institutes evaluate
frontier models for dangerous capabilities1;3, safety frameworks link safeguards to capa-
bility thresholds10;15;18, national risk registers rank AI risks by likelihood and impact14,
serious-incident reporting is entering into force (EU AI Act Article 73 since August 2026,
California’s SB-53 since January)7;9, and response plans are being drafted for specific
threat models6;20. Every one of these assumes that emergent AI threats can be identified,
accurately ranked, and met with a suitable strategy before they cause harm.

Other fields facing deep uncertainty gave that assumption up. United States defence
planning stopped preparing against a single predicted adversary two decades ago8;
financial supervisors stress-test banks against adverse scenarios rather than forecasts5;
Dutch flood policy builds adaptive pathways instead of betting on one water level13. Each
asks what capabilities must hold across many futures, not which future is likeliest. AI
governance has not yet made this move.

The predictions it rests on fail routinely. An influenza pandemic topped the United
Kingdom’s risk register from 2008 to 2020, yet preparations missed the asymptomatic
transmission that defined COVID-19, and the response failed19;21. AI is harder still: expert
timelines disagree by orders of magnitude12, capabilities emerge abruptly23, and failure
modes surprise the developers themselves11. The AI preparedness work that does exist
goes deep on single threats, a loss-of-control response plan here6, a federal gap assessment
there22, and stays silent on the rest.

The deeper problem is that likelihood and preparation are different questions which
current planning treats as one. Even the most probable scenario is individually unlikely
to arrive as predicted, or at all, so narrow scenario-specific investment is a poor bet16.
Meanwhile the governance instruments now arriving presuppose a capable counterpart:
developer if-then commitments need someone to verify thresholds and enforce them2;15,
and incident-reporting duties need a recipient that can attribute, contain, and remediate
what is reported7;9. What the state must be able to do is specified nowhere. That question,
unlike likelihood, stays tractable under deep uncertainty.

Fortunately, this is a familiar problem in policy analysis, formalised in the field of Deci-
sion Making under Deep Uncertainty17. Applying its principles to AI, we developed a
methodological framework in three parts:

1. Definition: a “scenario library” samples systematically across precommitted binary
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axes (intent, legitimacy, autonomy, concentration) rather than by expected harm;
three axes per threat class give eight scenarios, so selection bias is declared rather
than hidden.

2. Assessment: a “capability”, a pair of function and target (contain × compute, verify
× models), is rated against every scenario through coarse, gated criteria: applica-
ble, deployable ad hoc, necessary, then effectiveness and externalities, with reasons
recorded before scores.

3. Prioritisation: the resulting matrix is read through whichever decision rule a gov-
ernment holds: no-regret, decisive-only, do-no-harm, load-bearing, or worst-case
insurance. Capabilities demanded across many futures form a core; those demanded
only by the severest scenarios are cheap insurance.
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Figure 1: Inverting the question. Left: AI risk scenarios ranked by likelihood and impact, the predict-
then-act input, where estimates diverge by orders of magnitude. Right: the same scenarios as columns,
government capabilities as rows: those demanded across many scenarios form a “no-regret” core; those
demanded by few, but severe, scenarios are insurance.

We piloted the framework on the four threat classes the literature ranks most severe:
loss of control, power concentration, and AI-enabled biological and cyber attack, 29
scenarios in all, with 13 of 65 capabilities rated so far, each at most twice. The numbers
are illustrative, but three patterns recur. First, almost no rated capability can be fielded
mid-crisis from generic government capacity: the pre-positioning gap runs from 36%
of demanded cases in cyber to 62% in loss of control. Second, prioritisation is largely
stable across decision rules: institutional mobilisation and international joint action
lead nearly every column, meaning a government could act on them before settling
its risk preference, defusing the threshold disagreements that block coordinated action
elsewhere4. Third, tail insurance is short and concrete: the capabilities demanded only
by existential scenarios reduce to one containment family spanning compute, models,
deployment, and infrastructure.

The instrument maps demand, not capacity: “deployable” assumes a generically competent
government, while actual endowments vary by jurisdiction and need their own audit.
Ratings encode rater priors, the library is a design choice a different team would draw
differently, and the coarse gates yield an ordering rather than a resource allocation. It
predicts nothing and triggers nothing; it says what to hold, not when to invest.

A naive reading of the AI risk debate would start preparedness where public concern
is loudest, with biological and cyber misuse. The matrix reads differently. Bio and
cyber scenarios largely tap existing institutional machinery: 38% and 36% of demanded
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capability cannot be improvised. Loss of control and power concentration invert this:
62% and 57% must be pre-positioned, and single loss-of-control scenarios bind up to 12
of the 13 rated capabilities at once, so one missing capability voids the entire response.
Preparation is needed everywhere; where it must happen before the crisis, the reading
reverses.
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