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A briefing, not a report: the executive brief carries the argument, the numbered sections carry the
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Executive Brief
A reputational signal is only as valuable as the evidence behind it.

On 30 September 2026, Singapore’s Competition and Consumer Commission announced enforcement action
against a fake-review provider and 45 businesses that admitted purchasing fabricated reviews. CCS said the
provider had supplied fake-review services to approximately 100 businesses, used generative AI to create reviews
that resembled genuine customer experiences, recruited paid reviewers through Telegram, and built a dashboard
that let clients generate, manage and track the content. The 45 businesses must stop the practices, identify and
remove fake reviews, strengthen compliance measures and publish a prominent public apology for six months.

The significance for strategic communications is larger than a bad-review scandal. Reviews, testimonials, ratings,
endorsements, customer stories and social proof are often treated as marketing assets. Regulators increasingly
treat them as evidence claims: representations about who experienced a product or service, whether that experience
was genuine, whether an incentive existed and whether the audience was given enough information to judge the
signal.

That makes reputation management partly an evidence-governance discipline.

The Artefact91 position

If a reputation claim cannot survive a provenance check, it should not be used as proof.

SECTION 01

Why This Clears the Threshold for a New Briefing
Briefing 14 examined manufactured stakeholder voice: concealed coordination that can distort apparent public or
stakeholder consensus. Briefing 18 examined hostile actors impersonating an institution in AI-mediated answer
environments. This development is different.

The current risk sits inside an organization’s own reputation supply chain: reviews, testimonials, ratings,
endorsements, influencer content, customer stories and third-party reputation services that an institution may buy,
commission, curate, republish or rely upon.

THE SHIFT

REPUTATION MONITORING → REPUTATION EVIDENCE GOVERNANCE
“Do people say good things about us?” → “Can we prove why this signal should be trusted?”

The Singapore action matters because it exposes an increasingly industrialized operating model. The system did not
simply generate generic praise. CCS says it varied writing styles, incorporated local details, introduced natural
imperfections, drew on existing positive reviews, used paid human posters and tracked delivery through a client
dashboard.
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What that amounts to

Reputation manipulation sold as a service.

SECTION 02

Social Proof Is Becoming a Regulated Evidence Layer
This is not a Singapore-only issue.

UNITED STATES — The Federal Trade Commission’s Consumer Reviews and Testimonials Rule prohibits
specified deceptive practices including fake or false reviews, purchasing reviews conditioned on positive or negative
sentiment, undisclosed insider reviews, company-controlled review sites presented as independent, certain review
suppression practices, and the purchase or sale of fake indicators of social influence. The FTC expressly states that
the rule covers fake reviews generated by people who do not exist, including AI-generated reviews.

UNITED KINGDOM — Fake reviews and concealed incentivized reviews are banned practices under the Digital
Markets, Competition and Consumers regime. The Competition and Markets Authority can use direct
consumer-enforcement powers, and official guidance warns that businesses may be liable for third parties they
commission. Case updates published on 28 September 2026 state that investigations involving Autotrader and
Feefo remain ongoing, with no infringement finding yet made.

CANADA — The Competition Bureau has warned that employee reviews can create liability where business
relationships are not properly disclosed.

The legal details differ by jurisdiction. The communications principle does not: a reputation signal presented as
independent, experiential or representative must not be manufactured in a way that makes the audience believe
something materially different about its source or credibility.

SECTION 03

The Research Base
A 2026 systematic review in the International Journal of Consumer Studies reframes fake reviews as more than a
technical detection problem. Across the literature, the authors identify consequences for consumer
decision-making, brand reputation, platform credibility and market transparency, and call for stronger verification,
disclosure and governance mechanisms.

That matters because communications teams can be tempted to treat review integrity as a platform issue: Google’s
problem, Trustpilot’s problem, Amazon’s problem. It is also an institutional problem. If a business commissions the
signal, republishes it, quotes it in a campaign, builds a claim around it or uses a vendor that manufactures it, the
organization has created a reputation dependency on evidence it may not be able to defend.
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The danger is not only enforcement

It is evidentiary collapse. Once stakeholders discover that one part of an institution’s social proof was fabricated,
they may reasonably question adjacent signals that were genuine.

SECTION 04

The Artefact91 Reputation Evidence Chain of Custody
Artefact91 recommends treating consequential reputation proof with a seven-stage chain of custody.

ARTEFACT91 REPUTATION EVIDENCE CHAIN OF CUSTODY

ORIGIN → EXPERIENCE → INCENTIVE → DISCLOSURE → MODERATION → REUSE → AUDIT

ORIGIN — Who created the review, testimonial, endorsement or rating? Is the person or account real and
identifiable to the platform, agency or organization where proportionate?

EXPERIENCE — Did the person actually use, buy, receive or meaningfully experience the product, service, program
or institution they are describing?

INCENTIVE — Was money, a free product, discount, access, employment relationship, referral benefit or other
material consideration involved?

DISCLOSURE — Would a reasonable audience understand that relationship before relying on the signal?

MODERATION — Was the content edited, suppressed, filtered, combined or selectively displayed in a way that
could create a misleading overall impression?

REUSE — Where else is the signal being used? A review that moves from a platform into an advertisement, pitch
deck, website, case study, press release or influencer campaign may acquire a different regulatory and reputational
meaning.

AUDIT — Can the organization demonstrate what the signal was, where it came from, what permissions or
disclosures applied, who approved its use and what happened when concerns arose?

The chain is not bureaucracy for its own sake

It creates a defensible answer to the question that matters: why should this audience trust this proof?

SECTION 05

The Four Classes of Reputation Evidence
Not all social proof carries the same risk.
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CLASS WHAT IT IS WHERE THE RISK BEGINS

1 — Verified earned proof A genuine customer, stakeholder or participant
describes a real experience without a hidden
material connection

Weakest risk, strongest evidence —
provided verification and permissions are
appropriate

2 — Disclosed sponsored
proof

A real person has genuine experience but also
receives payment, access, free product or
another material benefit

When the relationship is not disclosed
clearly enough for the audience to evaluate
it

3 — Curated authentic
proof

The underlying experiences are genuine, but
the institution selects which examples to
feature

When selection is presented as if it
represents all, most or an unbiased sample
of feedback

4 — Fabricated or
misrepresented proof

The reviewer does not exist, did not have the
claimed experience, conceals a material
relationship or repurposes another person’s
experience

At creation — the signal is deployed to
create a false impression of independent
popularity, approval or consensus

The strategic rule is not “never use AI” or “never incentivize advocacy.” It is: do not confuse synthetic production with
authentic experience. The FTC’s own guidance illustrates the distinction. It does not impose a blanket ban on
AI-generated avatars in marketing. The concern is whether a testimonial or experience claim is false or misleading,
and whether audiences understand the nature of the representation.

SECTION 06

The Agency and Vendor Problem
The Singapore case is especially important for communications leaders because the fake-review system was sold
as a service. That changes procurement risk. An organization may never instruct an employee to write a fake review
and still create exposure by hiring a vendor whose growth, reputation-management, influencer or search tactics rely
on fabricated proof.

Artefact91 recommends adding an evidence-integrity clause to scopes of work involving reputation management;
review generation or response; influencer and creator campaigns; testimonials and case studies; community
seeding; social growth; SEO and GEO services; customer advocacy programs; ratings and directory management;
employee advocacy; and crisis or reputation repair.

The vendor should be able to explain how it obtains reviews or endorsements, what incentives are allowed, how
relationships are disclosed, how it verifies experiences, how it handles negative feedback and whether any synthetic
personas, purchased accounts, automated posting or undisclosed content generation are used.

The test

A vendor that says only “we improve ratings” has not answered the governance question.
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SECTION 07

AI Changes the Scale, Not the Standard
Generative AI lowers the cost of producing plausible variation at scale. The CCS case shows why that matters
operationally: local details, stylistic differences and deliberate imperfections can be used to make fabricated reviews
appear less synthetic.

But communications teams should avoid the wrong conclusion. AI assistance is not automatically deception. A real
customer may use AI to improve grammar. A communications team may use AI to summarize genuine feedback. A
disclosed spokesperson may use an avatar. A platform may use AI to moderate reviews.

The integrity test is not whether AI touched the content. It is whether the resulting communication creates a
materially false impression about:

• who is speaking;

• whether they had the claimed experience;

• whether they were independent;

• whether they were incentivized;

• whether the displayed evidence is representative;

• or whether the organization can substantiate the claim.

That distinction keeps governance focused on deception and evidence, rather than on the technology label alone.

SECTION 08

Contaminated Proof Can Travel
A fake review does not necessarily remain where it was posted. Reviews and ratings may be quoted in advertising,
captured in screenshots, summarized by influencers, repeated in media materials, used in investor or procurement
decks, surfaced by search engines, or incorporated into AI-generated summaries and recommendations.

This creates a reputation-propagation problem. One weak evidence source can be re-used across channels until the
organization no longer remembers where the original claim came from. Artefact91 recommends treating testimonial
reuse as a new approval event.

Who said it?

What did they actually experience?

Was there an incentive?

Is the wording still accurate?

Do we have permission?

Are we presenting an example as if it were representative?

Can we produce the source record if challenged?
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SECTION 09

When the Proof Fails
If fabricated or misleading reputation evidence is discovered, the first instinct may be deletion. Deletion is necessary
in many cases. It is not the whole response, and a correction handled badly becomes a second crisis.

ARTEFACT91 EVIDENCE FAILURE RESPONSE

PRESERVE → VERIFY → STOP → REMOVE → DISCLOSE → REMEDIATE → AUDIT

PRESERVE — Capture the evidence, vendor communications, approvals, account history and affected channels
before material disappears.

VERIFY — Establish what was fabricated, who authorized it, how widely it was used and whether genuine content
became mixed with false content.

STOP — Suspend the practice, vendor, campaign or automated workflow creating the issue.

REMOVE — Correct or remove the misleading material from owned channels and pursue correction on third-party
platforms where appropriate.

DISCLOSE — Where law, regulator direction, stakeholder consequence or material trust impact requires it, explain
what happened with enough specificity to be credible.

REMEDIATE — Protect affected customers or stakeholders, repair misleading claims and restore authentic
evidence.

AUDIT — Review adjacent testimonials, case studies, influencer arrangements, ratings practices and vendor
programs so the response is not limited to the item that happened to be discovered.

Why wording matters here

“We take authenticity seriously” is weak when the public issue is whether the organization created inauthentic
evidence. The repair needs facts.

SECTION 10

A 30-Day Reputation Evidence Audit
WEEK 1 — INVENTORY — List every channel where the organization uses ratings, testimonials, customer quotes,
case studies, endorsements, influencer content, review widgets, trust badges, awards and social proof.

WEEK 2 — TRACE — Sample the highest-consequence proof and trace it back to origin, experience, incentive,
disclosure and permission.

WEEK 3 — TEST VENDORS AND WORKFLOWS — Review agency contracts, review-generation tools, influencer
platforms, employee-advocacy programs, CRM automations and reputation-management vendors. Identify any
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process that rewards sentiment rather than participation, suppresses negative evidence or cannot explain
provenance.

WEEK 4 — FIX THE CONTROL SYSTEM — Create an approval standard for testimonial reuse, a disclosure
standard for incentives and relationships, a vendor integrity clause, an escalation route for suspected manipulation
and a retention rule for source evidence.

SECTION 11

Metrics That Actually Matter
Do not measure only review volume and average rating. Add:

PROVENANCE COVERAGE — Percentage of featured reputation proof with a traceable source record.

VERIFIED EXPERIENCE RATE — Percentage of high-consequence testimonials tied to a confirmed experience
where verification is appropriate.

DISCLOSURE COMPLIANCE — Percentage of incentivized or materially connected endorsements carrying
required disclosure.

VENDOR INTEGRITY COVERAGE — Percentage of relevant vendors contractually bound to evidence-integrity
standards.

REUSE TRACEABILITY — Percentage of testimonials reused across channels with source and permission records.

CORRECTION LATENCY — Time from confirmed misleading evidence to correction across owned channels.

RECURRENCE — Whether the same practice reappears after remediation.

TRUST SIGNAL CONCENTRATION — How dependent a campaign or reputation claim is on a small number of
unverifiable signals.

These measures do not guarantee authenticity. They make the organization’s evidence environment auditable.

SECTION 12

Questions for Leaders
Can we trace every testimonial we feature back to a genuine experience?

Which vendors can create public reputation signals on our behalf?

Do our incentive practices reward participation or positive sentiment?

Are we selectively displaying authentic reviews in a way that implies representativeness?

Could we prove the provenance of a customer quote used in a campaign six months from now?

If one cluster of reviews were exposed as fabricated, which other claims would stakeholders begin to doubt?
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Artefact91 Point of View
Reputation is built partly from what an institution says about itself and partly from what other people appear to say
about it. The second category has historically benefited from an assumption of independence. That assumption is
becoming fragile.

Generative AI can manufacture realistic language. Paid networks can manufacture apparent customer voice.
Platforms can compress thousands of signals into a star rating. Agencies can sell “reputation improvement” without
showing the provenance of the proof being created.

The answer is not to abandon reviews, testimonials or advocacy. It is to treat them as evidence. The institution that
can show where a reputation claim came from, what experience supports it, what relationship shaped it, how it was
disclosed and where it was reused will be better prepared for regulators, journalists, customers and AI-mediated
discovery than the institution that treats social proof as decoration.

The next trust crisis may not begin with a false accusation. It may begin when an organization is asked to prove that
the praise it benefited from was real.
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Methodology Note

This briefing synthesizes regulatory developments, official guidance and published research available through 1
October 2026. Jurisdictions apply different legal tests to reviews, testimonials, endorsements, incentives and
platform responsibilities; this is a strategic communications framework, not legal advice. The Singapore findings
relate to the specific businesses and provider investigated by CCS. The ongoing UK CMA investigations should not
be interpreted as findings of infringement. Artefact91 frameworks are analytical tools intended to support evidence
governance and should be adapted to the organization’s sector, jurisdiction, stakeholder consequences and risk
profile.


