CONTENT LIBRARY COURSE GUIDE

The comprehensinve training courses and others are already in your account. You can subscribe for free
to additional courses by going to Library: Courses. Read descriptions of these to determine
what's right for your organization below. See also the Course Flowchart for additional help in choosing.

2025—ESET CYBERSECURITY AWARENESS TRAINING

FULL COMPREHENSIVE OPTIONS: 80-90 MINUTES, INCLUDES CERTIFICATE

Both options include best practices to protect yourself and your organization against today's cyber threats
and crimes. These both fulfill requirements of the vast majority of insurance and compliance. Either course
will resume where left off if unable to complete in one session.

OPTION 1: 2025—GAMIFIED ESET SECURITY AWARENESS TRAINING
¢ 9= This gamified, interactive training, the learner will be a junior cybersecurity detective in a true
crime mystery exploration. Their goal is to gather intel and investigate various organizations to
unravel high-stakes cybercrimes. allows the learner to choose the order of topics and includes
engaging animations, mini-games to reinforce the learning, challenging scenarios, and a 15-guestion quiz.

_ This linear format is a more straightforward version of the training. Presented in a clean, blog-
- IS style format, this training includes animations, interactions, and expert video content. Learners
follow the story of a company facing real-world cyber threats—an unfolding narrative that
connects the lessons and brings cybersecurity challenges to life. Both options cover the following topics:

% OPTION 2: ALL-IN-ONE CYBERSECURITY TRAINING

lI|

MALWARE PERSONALIZED THREATS * \Web-content Filtering

« Types of Malware « Social Engineering * Safer Browsing

* Malware Targets * Insider Threats = VRIS

*  Mobile Security INTERNET SAFETY RO

e How Malware Gets to You o e Vi * Use Strong Passwords or
. _ , Passphrases

EMAIL e Staying Safe while Working

e Phishing/homograph attacks Remotely

e Email Attachments

. Spam DIEEIETES

e Artificial Intelligence (Al) &

Password Hygiene
Password Management
 Two-factor Authentication

The following two course programs are collections of short courses (which can alternatively be assigned
individually). Your learners will be assigned each course as they complete the prior course, and finish with a

quiz which must be passed to obtain the certificate.

2025—ESSENTIAL SECURITY
¥ AWARENESS TRAINING
30 MIN, INCLUDES CERTIFICATE
This course program is designed for
organizations who are limited in training time or
only need to cover the basics. Each course features

just the animated video and a knowledge check
question for the following topics, plus a 5-question
Quiz at the end. Topics include:

e Phishing e Malware

e Social Engineering e Safer Browsing

e Insider Threats e Strong Passwords

» 2025—FOUNDATIONAL
X, SECURITY AWARENESS
TRAINING
45 MIN, INCLUDES CERTIFICATE

This course contains 7 mini courses and a
7-question quiz at the end that is required to pass
at 80% in order to complete this course program
(~40 min). Topics include:

Portable Devices and
Removable Media

e Social Engineering

e Secure Browsing
Business Email
Compromise

Physical Security

e Preventing Phone
Scams and Vishing

Spot the Phish


https://esetportal.testingcenter.net/library.php

ESET CONTENT LIBRARY COURSE GUIDE

== PROTECTING PERSONALLY
g4 IDENTIFIABLE INFORMATION (PII)

; FOR ORGS THAT HANDLE PII
15 MINUTES

¢ Introduction to PII

e Whatis Personally Identifiable Information
(PIN)?

e Whyis it important to protect PII?
e How to protect Pl

REFRESHER COURSES

COURSES TO ASSIGN AS REFRESHERS OR AS
PHISHING SIMULATION TEST FAILS

3-7 MINUTES

PHISHING TEST FAILURES

The Phishing Test Fail mini courses are ideal

to use when setting up a phishing campaign
for course auto-enrollment. So when a

target (learner) clicks on a link, downloads an
attachment, etc. in a phishing test, they will
immediately learn how to avoid this mistake on
an actual phishing scam.

e PHISHING TEST FAIL—Phishing
Recommended for targets who click on a link
or reply to a phishing test email

e PHISHING TEST FAIL—Social Engineering
Recommended for targets who enter
information in phishing tests that include a
splash page (such as a mock login page)

QUICK VIDS

The Quick Vids (15 options, videos plus

a knowledge check) are also part of the
comprehensive training courses, and don't need

Mini Course: Business

to be assigned to users as part of their regular
enrollment if you enroll them in one of the
comprehensive training courses.

MINI COURSES

The other Mini Courses (7 options) are short, blog-
style courses that can be assigned whenever you'd
like to refresh a certain group or all employees on
a particular topic. They are packaged together
with a quiz as the Foundational course program
mentioned previously. You can subscribe to them
by going to School > Library: Courses. Search for
Mini Course at the top, then you can Preview or
Subscribe (for free) to any you'd like to enroll.

MINI GAMES
GAMES THAT CAN BE ASSIGNED AS YOU
PLEASE TO KEEP EMPLOYEES SHARP

5-8 MINUTES

These 5 Mini Games are part of the Gamified

ESET Security Awareness Training. They can be
assigned as a refresher game for a certain topic,
or in addition to any non-gamified training course
as a fun way to reiterate a topic and help it stick.

You can subscribe to them for free by going to
School > Library: Courses. Search for Mini Game
at the top, then you can Preview or Subscribe (for
free) to any you'd like to enroll.

Games include:
e Personalized Threats—Spot the Signal
e Passwords Peril

e Protect Atlantis from Phishing Attacks
e |oT: Ghosts in the Machines
e Keep Your City Safe from Malware Attacks

Email Compromise



https://esetportal.testingcenter.net/library.php?type=course
https://esetportal.testingcenter.net/library.php?type=course

COURSE FLOWCHART

HELP ME CHOOSE WHAT COURSE(S) TO ASSIGN

I NEED TO SATISFY
COMPLIANCE OR INSURANCE
REQUIREMENTS

HOW MUCH TIME DO YOU HAVE
FOR TRAINING?

v v v
UNDER 60 UP TO 90
MIN MIN

| WANT TO MAXIMIZE
RETENTION AND FOSTER
BEHAVIOR CHANGE USING
GAMIFICATION

I NEED THE TRAINING TO
BE MOBILE FRIENDLY

MY ORGANIZATION HANDLES

PERSONALLY IDENTIFIABLE
INFORMATION (PII)

GREAT START!

Consider enrolling in short mini courses and/or mini games throughout the
year to keep your employees sharp.

Mini Courses, Quick Vids and Mini Games can be subscribed to for free
under School > Library: Courses.

Training email campaigns can also be scheduled out to send regularly, from
pre-built templates or your own content.




