TRANSIT TECH LAB PROOF OF CONCEPT AGREEMENT
[_____], (“Contractor”) hereby agrees to participate in a proof of concept project (“POC”) for The Port Authority of NY & NJ (“Port Authority” or the “Authority”) subject to the terms and conditions set forth in this Transit Tech Lab Proof of Concept Agreement (“Agreement”). 
1. The Contractor shall and shall compel the Contractor’s officers, employees, agents, contractors, guests, invitees and those doing business with the Contractor hereunder to observe and comply with any and all present and future: (a) governmental laws, rules, regulations, requirements, orders and directions which may pertain or apply to the Contractor’s activities hereunder; (b) Port Authority facility rules and regulations; and (c) Port Authority security procedures. 
2. The term of this Agreement shall be for a period of [________] commencing on the date that the Port Authority identifies as the commencement date for the POC, subject to earlier termination as may be provided herein. 
3. The Contractor agrees that it shall receive no payment or other compensation or reimbursement for the performance of any of its obligations which are part of the POC or that are set forth in this Agreement or in its Scope of Work, attached hereto as Attachment A (“Scope of Work”). The work to be performed pursuant to the Scope of Work shall take place at [_________] and such other locations as the Port Authority and the Contractor may mutually agree from time to time. 
4. This Agreement may be terminated by the Port Authority without cause upon five (5) days’ notice; however, the Port Authority may immediately terminate this Agreement if the Contractor fails to observe or are not in compliance with any of the terms and conditions of this Agreement. Termination shall not relieve the Contractor of any obligations which have accrued on or prior to termination. 
5. The Contractor shall not sell, assign, pledge, or otherwise transfer this Agreement or any of its rights or obligations hereunder, whether by operation of law or otherwise, without the prior written consent of the Port Authority. This Agreement shall be binding upon, and/or inure to the benefit of, all Contractor’s partners, partnerships, subsidiaries, parent corporations and affiliates, and all of its and their respective predecessors, successors, assigns, heirs, legal representatives, officers, directors, shareholders, agents and employees. 
6. Neither the Commissioners of the Port Authority, nor any officer, agent, or employee thereof, shall be charged personally by the Contractor with any liability, or held personally liable to the Contractor under any term or provision of this Agreement, or because of its execution or attempted execution, or because of any breach, or attempted breach, thereof. 
7. This Agreement shall be construed in accordance with the laws of the State of New York. The Contractor agrees that any action at law or equity arising out of this Agreement, including to enforce the terms of this Agreement or to seek a remedy for breach thereof, shall be brought in a court of competent jurisdiction located in the County of New York of the State of New York. 
8. The Contractor and the person signing this Agreement on behalf of the Contractor, jointly and severally represent and warrant that such individual has the full and complete legal authority and capacity to bind the Contractor to all of the terms and conditions contained in this Agreement and to perform all of the work required or contemplated by the Scope of Work. 
9. This Agreement does not constitute the Contractor as the agent or representative of the Port Authority for any purpose whatsoever. It is hereby acknowledged and agreed that the Contractor, in performing its services hereunder, is, and shall at all times be, an independent contractor and the officers, agents, and employees of the Contractor shall not be or be deemed to be agents, servants or employees of the Port Authority. 
10. Any information given to the Port Authority before, with or after submission of the Agreement on Terms of Discussion (attached hereto as Attachment B), either orally or in writing, is not given in confidence and may be used, or disclosed to others, for any purpose at any time without obligation or compensation and without liability of any kind whatsoever except as otherwise set forth in the Agreement On Terms of Discussion. 
11. Subject to the terms and conditions of this Agreement, the Contractor grants to the Port Authority a non-exclusive, non-transferable license to use all the software required, if any, for the work described herein and in the Scope of Work. The software shall at all times remain the property of the Contractor. The Port Authority shall not modify, reverse engineer, disassemble, decrypt, decompile or make derivative works of the software. Upon expiration or termination of this Agreement, the Port Authority shall cease any and all use of the software provided by the Contractor hereunder and shall remove all installations of the software from its systems and/or devices. The Contractor hereby waives, for the duration of this Agreement, any other terms and conditions of any end user license agreement or other license agreement it may have governing the use of its software. 
12. A. If there is any third-party or open source software contained within any Contractor software being provided hereunder, the right to use all patented materials, appliances, processes of manufacture or types of construction, trade and service marks, copyrights and trade secrets, collectively hereinafter referred to as “Intellectual Property Rights”, in the performance of the work, shall be obtained by the Contractor without separate or additional compensation. Where the services under this Agreement require the Contractor to provide materials, equipment or software for the use of the Port Authority or its employees or agents, the Port Authority shall be provided with the Intellectual Property Rights required for such use without further compensation than is provided for under this Agreement. 
B. All preexisting information or documentation including computer programs or code including source code, of the Contractor, utilized by the Contractor hereunder in the performance of Contractor’s services hereunder shall be deemed licensed to the Port Authority for the duration and purposes of this Agreement, but shall remain the property of the Contractor. 
C. When in the performance of the contract services the Contractor utilizes passwords or codes for any purpose, at any time during or after the performance of such services, upon written request by the Port Authority, the Contractor shall make available to the designated Port Authority representative all such passwords and codes. 
D. Third party software not specially prepared for the purpose of this Agreement but utilized by the Contractor hereunder in the performance of Contractor’s services hereunder shall be licensed to the Contractor and the Port Authority for the duration and purposes of this Agreement but shall remain the property of said third party. 
E. All above-described software in this Section 12 shall be furnished by the Contractor without compensation. 
13. A. If in accordance with this Agreement the Contractor furnishes research, development or consultative services in connection with the performance of the work and if in the course of such research, development, or consultation patentable or copyrightable subject matter or trade secrets or other proprietary matter is produced by the Contractor, its officers, agents, employees, subcontractors, or suppliers, not custom software, the Port Authority shall have, without cost or expense to it, an irrevocable, non-exclusive, royalty free license to make, have made, and use, either itself or by anyone on its behalf, such subject matter in connection with any activity related to this Scope of Work. Promptly upon request by the Port Authority, the Contractor shall furnish or obtain from the appropriate person a form of license satisfactory to the Port Authority, but it is expressly understood and agreed that as between the Contractor and the Port Authority the license herein provided for shall nevertheless arise for the benefit of the Port Authority immediately upon the production of said subject matter and shall not await formal exemplification in a written license agreement as provided for above. Such license may be transferred by the Port Authority to its successors, immediate or otherwise, in the operations of or ownership of any facility now or hereafter operated by the Port Authority, but such license shall not be otherwise transferable. 
B. The right of the Port Authority as well as the Contractor to use all patented material, compositions of matter, manufactures, apparatus, appliances, processes of manufacture or types of construction as well as any copyrightable matter, trade secrets or other proprietary matters, shall be obtained by the Contractor without separate or additional compensation whether the same is patented or copyrighted before, during or after the performance of the work. 
C. Both parties agree that anything developed in accordance with the terms hereof shall only be used within the Scope of Work, as defined herein. 
      14. A. The Contractor agrees that, as between the Contractor and the Port Authority, and subject to the terms herein, the Port Authority is the sole and exclusive owner of all of the right, title, and interest in and to the Port Authority Data and in and to all associated intellectual property rights. To the extent applicable, and subject to the terms and conditions of this Agreement, the Port Authority, under its intellectual property rights, hereby grants to the Contractor during the limited license period, a limited, non-exclusive, non-transferrable, non-sublicensable license to use Port Authority Data, but solely for the purpose of fulfilling the Contractor’s obligations to the Port Authority under the Agreement, and for no other purpose. The Contractor acknowledges that any Port Authority Data to which the Contractor may have access, or may be given access, as part of the Contractor’s participation in the Transit Tech Lab including, but not limited to a pilot, is licensed, not sold, to the Contractor. The Contractor further acknowledges that the rights granted to the Contractor pursuant to this Section shall immediately terminate upon any Agreement termination or expiration, and the Contractor shall return and delete all Port Authority Data. By way of clarification and not limitation, the Contractor cannot resell, re-package or otherwise monetize all or any part of Port Authority Data to which accessed is gained as part of the Agreement. 
B. Port Authority Data means, collectively: (i) any information that the Port Authority provides to the Contractor, or information belonging to the Port Authority to which the Contractor otherwise has access to, in connection with the Agreement or the Transit Tech Lab; (ii) any information, data, reports, studies, recommendations, or other information that the Contractor makes or develops that uses any information described in (i) connection with, or resulting from, the Transit Tech Lab or the Agreement; and (iii) any information created, processed or otherwise generated through the Port Authority’s use of the Services under the Agreement as part of the Transit Tech Lab and/or the pilot (iv) derivatives of above. 
C. The Contractor must provide to the Port Authority, either (i) direct access to, or (ii) a digital file of, all Port Authority Data, and such Port Authority Data must be accessible and/or provided in a structured, machine-readable, non-proprietary format within twenty-four (24) hours of a Port Authority request for such.
15. A. The Contractor shall reimburse, indemnify and hold harmless the Port Authority, its Commissioners, Directors, agents, servants, officers, representatives and employees (collectively, the “Port Authority Indemnitees”) from and against all loss and expense incurred in the defense, settlement or satisfaction of any claims and demands, just or unjust, of third persons (including the Contractor’s agents, servants, officers, representatives and employees) arising out of or in any way connected to or alleged to arise out of or alleged to be in any way connected with the Agreement and all other services and activities of the Contractor under this Agreement and for all expenses incurred by it and by them in the defense, settlement or satisfaction thereof, including without limitation thereto, claims and demands for death, for personal injury or for property damage, direct or consequential, whether they arise out of or are in any way connected to the Contractor’s operations or to its performance of work under this Contract, or arise out of the acts or omissions of the Contractor, the Port Authority, its Commissioners, Directors, agents, servants, officers, representatives or employees, third persons (including Contractor’s agents, servants, officers, representatives and employees), or from the acts of God or the public enemy, or otherwise, including claims and demands of any local jurisdiction against the Port Authority in connection with this Agreement. 
B. If so directed, the Contractor shall at its own expense defend any Claim, even if such Claim is groundless, false or fraudulent, and in handling such shall not, without obtaining express advance permission from the General Counsel of the Port Authority, enter into any settlement agreement or raise any defense involving in any way the jurisdiction of any court, tribunal, agency, special district, commission or other authority exercising judicial or regulatory functions over the person of the Port Authority, the immunity of the Port Authority, its Commissioners, directors, officers, agents or employees, their affiliates, successors and/or assigns, the governmental nature of the Port Authority or the provision of any statutes respecting suits against the Port Authority. The Port Authority is an intended third-party beneficiary of any agreement between the Contractor, and each of its respective subcontractors and insurers, with the direct right to enforce the agreement with respect to this provision.
C. The Contractor shall promptly and fully inform the Port Authority of any claims or disputes for infringement or otherwise, whether existing or potential, of which it has knowledge relating to any Intellectual Property used, developed or licensed in connection with the performance of the work or otherwise in connection with this Agreement. 
D. If the Contractor or the Port Authority, its employees or agents be enjoined from using any of the materials, equipment or software which form the subject matter of this Agreement, the Port Authority may, at its option and without thereby limiting any other right it may have hereunder or at law or in equity, require the Contractor to supply, temporarily or permanently, facilities not subject to such injunction and not infringing any proprietary rights and if the Contractor shall fail to do so, the Contractor shall, at its expense, remove all such facilities and refund the cost thereof to the Port Authority and otherwise equitably adjust compensation and take such steps as may be necessary to ensure compliance by the Port Authority with such injunction, to the satisfaction of the Port Authority. 
15. THE PORT AUTHORITY MAKES NO WARRANTIES, AND TO THE MAXIMUM EXTENT PERMITTED BY LAW EXPRESSLY DISCLAIMS ANY AND ALL SUCH WARRANTIES, EXPRESS OR IMPLIED, AND INCLUDING BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. CONTRACTOR HEREBY RELEASES THE PORT AUTHORITY AND ITS OFFICERS, COMMISSIONERS, EMPLOYEES, CONTRACTORS, AND CONSULTANTS (COLLECTIVELY, THE “RELEASED PARTIES”) FROM ANY AND ALL LIABILITY FOR LOSS, HARM, DAMAGE, INJURY, COST OR EXPENSE WHATSOEVER WHICH MAY OCCUR IN CONNECTION WITH OR PARTICIPATION IN THE POC. 
16. TO THE FULLEST EXTENT PERMITTED BY LAW, THE RELEASED PARTIES SHALL NOT BE LIABLE FOR DAMAGES OR LOSSES OF ANY KIND IN CONNECTION WITH ANY CLAIM THAT ARISES OUT OF THE POC.  
17. The Port Authority Information Security Handbook (“Handbook”) can be found at, http://www.panynj.gov/business-opportunities/pdf/Corporate-Information-Security-Handbook.pdf. The Handbook and its requirements are hereby incorporated into this agreement and will govern the possession, distribution and use of Port Authority information considered Protected Information (“PI”), as defined in the Handbook, if at any point during the lifecycle of the project or solicitation it becomes necessary for the Contractor to have access to PI. 
18. The Contractor may provide the Port Authority with Confidential Information (defined herein) in connection with the POC. Confidential Information means information in any form that meets the following two criteria: the information (a) is not publicly available, and (b) is marked or otherwise identified as "CONFIDENTIAL" (“Confidential Information”). The Port Authority shall not disclose or use the Contractor’s Confidential Information except as expressly permitted under this Agreement and shall at all times exercise reasonable care to safeguard such Confidential Information. The Port Authority’s obligation of confidentiality and non-use shall not apply where the information (that would otherwise qualify as Confidential Information): (i) is or after the latest signature date on this Agreement becomes publicly available or part of the public domain through no fault of the Port Authority; (ii) was in the Port Authority’s possession at the time of receipt; (iii) is received from a third party without restriction and without breach of an obligation of confidentiality to the Contractor; or (iv) was independently developed by the Port Authority without reliance on the Contractor's Confidential Information. The Port Authority is entitled to disclose Confidential Information as necessary pursuant to any court order, or lawful requirement of a governmental agency or arbitrator (collectively, a “Disclosure Order”), or when disclosure is required by operation of law, including disclosures pursuant to any applicable securities laws and regulations. The Port Authority shall use reasonable efforts to notify the Contractor of a Disclosure Order, and reasonably cooperate with the Contractor (at the Contractor’s expense), in protecting against or minimizing disclosure under the Disclosure Order, or in obtaining a protective order. The Port Authority agrees to protect the confidentiality of the Contractor’s Confidential Information for a period of twelve (12) months after the expiration or termination of this Agreement or until such information is no longer confidential, whichever is sooner. 
[bookmark: _Hlk100758196][bookmark: _Hlk80867968]19. Notwithstanding anything in this Agreement, the Contractor acknowledges that the Port Authority’s obligations under this Agreement are subject to the provisions of its Access to Port Authority Public Records Policy, and any amendments thereto. The Port Authority’s Access to Port Authority Public Records Policy (the “Policy”) can be found at http://corpinfo.panynj.gov/documents/Access-to-Port-Authority-Public-Records/.  Prior to sending a response to a Public Records request in which records of the Contractor are to be disclosed, the Port Authority will notify the Contractor, in writing, of such request and the records of the Contractor that are to be disclosed.  The Contractor will respond within five (5) business days and inform the Port Authority whether the Contractor wishes to object that a portion of its records are exempt from disclosure under the Policy.  In the event that the Port Authority does not accept such objection posed by the Contractor to the disclosure of its records, the Contractor may contest such disclosure through legal proceedings, including seeking a protective order with respect thereto.
20. The Port Authority’s Contractor’s Integrity Provisions, a copy of which is located at http://www.panynj.gov/business-opportunities/pdf/PA3764A.pdf, are hereby made a part of this Agreement. 
21. The Port Authority has adopted a Code of Ethics for Port Authority Vendors (the “Code”). The Code is hereby made a part of this Agreement. The Code can be found at https://www.panynj.gov/businessopportunities/become-vendor.html. 
22. 	End User License Agreement. The Authority has not agreed to any Master Services Agreement (“MSA”), End User License Agreement (“EULA”) or any similarly functioning agreement that delineates terms and conditions with either <<Vendor>> or <<Subcontractor>> for the Pilot period. The Authority reserves the right to negotiate such terms should it purchase the Product or other services after the evaluation period. 
23. This Agreement does not constitute the Contractor as the agent or representative of the Authority for any purpose whatsoever.  It is hereby acknowledged and agreed that the Contractor, in performing its services hereunder, is, and shall at all times be, an independent contractor and the officers, agents, and employees of the Contractor shall not be or be deemed to be agents, servants or employees of the Authority.

24.	 The Contractor hereby acknowledges and agrees that it is performing the Work required pursuant to this Agreement with no expectation of compensation, contract, advertisement, endorsement, favor or further business. Nothing herein shall prevent the Port Authority from taking any actions or exercising any procurement options that it would otherwise have the right to do and the Contractor is aware that they may not be the only provider of solutions under evaluation. In a manner consistent with its policies and procedures, the Port Authority may, at its sole discretion, elect to seek to evaluate and/or procure other solutions or may further elect to select no solution at all. 
25. The Contractor acknowledges and agrees that the POC may be cancelled entirely or the time for performance and/or nature of the POC may be changed at any time and the Authority shall not incur any form of cancellation or other related charge for any such action.
26. The Contractor shall not issue nor permit to be issued any press release, advertisement, or literature of any kind, which refers to the Port Authority or to the fact that goods have been, are being or will be provided to it and/or that services have been, are being or will be performed for it in connection with this Agreement, unless the Contractor first obtains the written approval of the Port Authority. Such approval may be withheld if for any reason the Port Authority believes that the publication of such information would be harmful to the public interest or is in any way undesirable. Notwithstanding such provision, the Port Authority generally will not object to a Port Authority contractor or subcontractor describing factual information that accurately describes the goods provided to, or services performed for, the Port Authority by such contractor or subcontractor or subconsultant in connection with a publicly known Port Authority agreement, and permission is not required when such information will be conveyed in bid or proposal documents for work with other entities. 
27. At the conclusion of the POC, the Port Authority may, at its sole discretion: (1) decline to move forward with the Contractor; (2) extend the POC; (3) invite the Contractor to participate in a pilot program to continue demonstration of its products and services; or (4) proceed with any type of procurement in accordance with the Port Authority’s procurement policies and procedures.
29. To the extent applicable to the scope of services and as required by the Port Authority, the Contractor must comply with the terms and conditions of the following schedules, which are attached hereto and hereby made apart hereof: Schedule A (Insurance) and Schedule B (Cybersecurity Requirements).

[CONTRACTOR’S NAME] 		PORT AUTHORITY OF NEW YORK AND NEW JERSEY
Name: 					Name: 
Title: 					Title: 
Date: 					Date: 


























ATTACHMENT A – Scope of Work





























ATTACHMENT B – AGREEMENT ON TERMS OF DISCUSSION
The Port Authority’s receipt or discussion of any information (including information contained in any proposal, vendor qualification(s), ideas, models, drawings, or other material communicated or exhibited by us or on our behalf) shall not impose any obligations whatsoever on the Port Authority or entitle us to any compensation therefor (except to the extent specifically provided in such written agreement, if any, as may be entered into between the Port Authority and us).  Any such information given to the Port Authority before, with or after this Agreement on Terms of Discussion (“Agreement”), either orally or in writing, is not given in confidence.  Such information may be used, or disclosed to others, for any purpose at any time without obligation or compensation and without liability of any kind whatsoever.  Any statement which is inconsistent with this Agreement, whether made as part of or in connection with this Agreement, shall be void and of no effect.  This Agreement is not intended, however, to grant to the Port Authority rights to any matter, which is the subject of valid existing or potential letters patent.  
Any information (including information contained in any proposal, vendor qualification(s), ideas, models, drawings, or other material communicated or exhibited by us or on our behalf) provided in connection with this procurement is subject to the provisions of the Port Authority Public Records Access Policy adopted by the Port Authority’s Board of Commissioners, which may be found on the Port Authority website at: http://corpinfo.panynj.gov/documents/Access-to-Port-Authority-Public-Records/. The foregoing applies to any information, whether or not given at the invitation of the Authority.

__________________________
(Company)

__________________________
(Signature)

__________________________
(Title)

___________________________
                                      	 	(Date)
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SCHEDULE A – INSURANCE
If required by the applicable Agreement, the Contractor and its subcontractor(s) shall take out, maintain, and pay the premiums on insurance coverages required below in Section A. Insurance Schedule, for the life of the Contract. The Contractor shall furnish the Port Authority satisfactory proof of coverage with classes of insurance and limits as required in Section A. 
All insurance required under Section A. shall name the Port Authority of New York and New Jersey and its related entities, including Port Authority Trans Hudson Corporation (PATH), their Commissioners, Directors, Superintendents, officers, partners, employees, agencies, their affiliates, successors or assigns, as additional insureds. Additionally, the Contractor may be required to add additional insureds to the required insurance policies in Section A. depending on the location of the services of the Agreement.

SECTION A. INSURANCE SCHEDULE:

	INSURANCE TYPE (if applicable)
	MINIMUM AMOUNTS

	Workers’ Compensation/Employer’s Liability
	Statutory Limits/$1,000,000

	Commercial General Liability
	$1,000,000

	· General Aggregate (Per Project)
	$2,000,000

	· Products/Completed Operations Aggregate
	$2,000,000

	Automobile Liability Insurance
	$1,000,000

	Umbrella/Excess Liability
	$

	· Aggregate
	$

	Professional Liability (for Consultant Contracts only)
	

	Technology Errors & Omissions
	$2,000,000

	Cyber and Privacy Insurance 
	$

	Railroad Protective Liability (only for PATH)
	$2,000,000/$6,000,000

	Protection & Indemnity (only required for work involving water craft)
	$

	Airport/Unmanned Aircraft System Liability Insurance (only for drones)
	$2,000,000

	Other:
	$



Commercial General Liability Insurance - including but not limited to premises-operations, products, completed operations, and independent contractors’ coverage, with contractual liability language covering the obligations assumed by the Contractor under this Contract. 
Workers’ Compensation and Employers Liability Insurance – statutory limits and in accordance with the requirements of law in the state(s) where work will take place. 
Automobile Liability Insurance – Where the Contractor will operate an Auto on Port Authority property, the Contractor shall procure Auto Liability Insurance for bodily injury and property damage liability covering any auto, owned, non-owned, rented or hired automobiles. 
Technology Errors and Omissions Liability – The Contractor shall maintain, during the term of the contract, Technology Errors and Omissions Liability Insurance for Claims for damages arising from computer related services including, but not limited to, the following: consulting, data processing, programming, system integration, hardware or software development, installation, distribution or maintenance, systems analysis or design, training, staffing or other support services, any electronic equipment, or computer software developed, manufactured, distributed, licensed, marketed or sold. The policy shall include coverage for third-party fidelity including cyber theft, if applicable.
The “Additional Insured” shall be afforded coverage and defense as broad as if they are the first named insured and regardless of whether they are otherwise identified as additional insureds under the liability policies, including but not limited to premises-operations, products completed operations on the Commercial General Liability Policy. Such additional insureds status shall be provided regardless of privity of contract between the parties. The liability policy (ies) and certificates of insurance shall contain separation of insured or severability of interests clauses so that coverage will respond as if separate policies were in force for each insured. An act or omission of one of the insureds shall not reduce or void coverage to the other insureds. The Contractor is responsible for all deductibles and losses not covered by commercially procured insurance. Any portion of the coverage to be provided under a Self-Insured Retention (SIR) of the Contractor is subject to prior review and approval of the General Manager, Risk Finance. If any part of the insurance is self-insured, the Contractor and its subcontractors agrees to treat all losses within the self-insured retention as though commercial insurance is in place, including providing defense to the Additional Insured. Furthermore, any insurance or self-insurance maintained by the additional insureds shall not contribute to any loss or claim.
The policies shall be endorsed with the Port Authority immunity clause. The Contractor, its subcontractors and its insurers shall not, without obtaining the express advance written permission from the General Counsel of the Port Authority, raise any defense involving in any way the jurisdiction of any court, tribunal, agency, special district, commission or other authority exercising judicial or regulatory functions over the person of the Port Authority, the immunity of the Port Authority, its Commissioners, directors, officers, agents or employees, their affiliates, successors and/or assigns, the governmental nature of the Port Authority or the provision of any statutes respecting suits against the Port Authority. The Port Authority is an intended third-party beneficiary of the agreement between the Contractor, and each of its respective subcontractors and insurers, with the direct right to enforce the agreement with respect to this provision.







SCHEDULE B – CYBERSECURITY REQUIREMENTS
NOTE: These are general cybersecurity requirements, and are subject to change in the sole discretion of the Port Authority.
Cybersecurity Requirements.  All Port Authority products, services, and maintenance products or services that are a part of or affect Port Authority systems in connection with (a) Port Authority data or information, (b) the data processed from [the Palantir Platform and Services     ](the “System”) or (c) the function of the System, shall be obtained and maintained by the agency and its Contractor in compliance with all contractual responsibilities and applicable Federal cybersecurity government regulations, Federal, New York State, and State of New Jersey laws (including, but not limited to, Criminal Justice Information Services, North American Electric Reliability Corporation Critical Infrastructure Protection Reliability Standards, personally identifiable information and protected health information), industry requirements pursuant to law and standards (including, but not limited to, Sarbanes-Oxley, Gramm-Leach and Payment Card Industry Data Security Standard), Port Authority Policies (including, but not limited to, Port Authority Cybersecurity and Computing Resources (AI 15-4.03), Agency Cybersecurity Standards and Guidelines, Port Authority TEC Payment Card Industry Policy Guide, Information Security Handbook, Business Production Requirements/System Monitoring by the CSOC) and assigned best practices (National Institute of Standards and Technology (“NIST”) Cybersecurity and 800-53 current version frameworks’ security controls).  The System has been categorized by the Port Authority as “LOW/MODERATE/HIGH” risk, in accordance with the agency’s risk management framework also known as NIST Special Publication 800-37 risk management framework practice by the assigned System Owner.  The Contractor working with the System Owner, shall be responsible for the implementation, and the Contractor shall attest to the implementation by providing evidence of its continued compliance with the contractual and regulatory security controls standard as applicable.  The System Owner working with the Contract Administrator, relevant stakeholder departments and/or the Contractor, as needed, is required to complete the Port Authority TEC (“TEC”) Risk Management Framework workbook form(s) and return such form(s) to the Port Authority’s Contract Administrator to maintain.  The System Owner working with the Contractor shall obtain approval from TEC prior to the purchasing of any information technology, operational technology, and cloud subscriptions or services on behalf of the Port Authority in compliance with Port Authority Policies, Standards and Guidelines.  If the System fails to be in compliance with the foregoing security controls within thirty (30) days from execution of this Agreement, unless otherwise agreed to by the Port Authority, then the Port Authority may terminate this Agreement.  If the System is in compliance within such thirty (30) day period, then at any time thereafter, if the System is determined, in the Port Authority’s sole discretion, to be out of compliance with the applicable foregoing security controls, the Contractor shall correct such deficiencies pursuant to a remediation plan approved by the Port Authority or pursuant to the direction of the Port Authority.  Any failure to correct such deficiencies promptly or the repeated occurrence of deficiencies, may be deemed a material breach of this Agreement and be cause for the Port Authority to terminate this Agreement.
