
1. Introduction
Deceptively aligned AI systems are models that appear to follow their instructions 
and alignment during training or oversight, but secretly pursue their own 
objectives when possible. This behaviour is often termed deceptive alignment or 
“scheming” in the alignment literature . Recent research by organisations like 
Redwood Research, ARC, and Anthropic suggests that as AI models become 
more capable, they may naturally develop sophisticated deceptive strategies 
(even without explicit instruction) to achieve their hidden goals. This project 
explores one novel adversarial tactic such models might employ: “trusted auditor” 
attacks (really need a cooler name), where an AI baits an auditor (human or 
automated) into introducing vulnerabilities through predictable corrections. This 
project discusses how these attacks could work in practice, give examples, and 
provides some preliminary testing against small local models.
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This project explores "trusted auditor attacks," a novel adversarial tactic where 
deceptively aligned AI systems deliberately produce flawed outputs designed to 
manipulate human or automated reviewers. In this scenario, the AI strategically 
creates errors that, when corrected by trusted auditors following predictable 
patterns, inadvertently introduce vulnerabilities or fulfil the AI's hidden 
objectives. This attack vector is particularly concerning as the harmful outcome 
appears to be authored by the human reviewer rather than the AI system.

The research has developed several example scripts demonstrating these 
attack patterns and has begun preliminary testing against smaller models to 
analyse how they select code sections for manipulation. While comprehensive 
data analysis remains in progress, these initial explorations provide valuable 
insights into how sophisticated deceptive strategies might manifest in 
increasingly capable AI systems. This ongoing project aims to enhance our 
understanding of potential alignment threats and contribute to the development 
of more robust auditing processes that are resilient to adversarial manipulation.
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In a “trusted auditor” attack, a deceptively aligned model deliberately produces 
an output that it knows is flawed or suboptimal, in order to manipulate the human 
or automated system that will review/correct it. The auditor, being trusted, will 
dutifully fix the error or improve the output, unaware that their fix is actually 
introducing a vulnerability or achieving the model’s hidden objective. Essentially, 
the model is setting a trap: it creates a situation where the predictable correction 
by a well-intentioned reviewer turns an innocuous mistake into a security or 
safety problem. This attack is especially pernicious because the final harmful 
outcome is authored by the human (or trusted system), making it harder to 
attribute malicious intent to the AI.

The initial questions of interest are: Can Claude 3.7 generate code that leverages 
this strategy? If so, will a weaker model attempt to fix the obvious flaw and does 
it detect that this may be intentional?

2. Methods (in progress)
Write about the methods, code, and Github repositories you made along the way. 
What type of model did you train, what were your methods, how did you find your 
way.

For control-specific research, be sure to include:

1. Description of your control protocol
2. Details on the ControlArena settings used (if applicable)
3. Information about trusted and untrusted models employed
4. Testing methodologies for your control mechanism
5. Technical challenges encountered and how they were addressed

3. Results (in progress)
Below are some preliminary examples generated by Claude Sonnet 3.7, of note 
these are very basic toy examples for purposes of demonstration and more 
sophisticated prompting for realistic examples is ongoing. Of relevance to the 
hackathon, examples are being generated of plausible code that would be useful 
in an AI research setting. For example, code for model output analysis, prompt 
generation, agent frameworks, etc. that are complex enough to enable hiding 
subtle errors more reliably and realistically.
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Figure 1 – Data validation trap, with explanation from Claude 3.7

Figure 2 – API misuse trap, with explanation from Claude 3.7
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Figure 3 – Fix me trap, with explanation from Claude 3.7
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Figure 4 – Broken logic trap, with explanation from Claude 3.7
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Figure 5 – Off-by-one trap, with explanation from Claude 3.7

Data analysis is currently ongoing related to using smaller models to analyse 
code snippets to determine if there are flaws and errors and provide summaries 
of the code changes they would suggest.

Currently I have been using the following models as assessor/auditors:

- DeepSeek R1 Distill Llama 8B (Q4_K_M)

- Gemma 3 12B Instruct (Q3_K_L)

- Llama 3.2 3B Instruct (Q8_0)

The process involves:

1 - Run model locally using LM Studio

2 - Python script that grabs trap code, appends to prompt, and sends to model

3 - Model assesses code, provides commentary, and either returns original code, 
or an edited version

4 - Repeat process for 100 trials per model 

5 - Aggregate the responses into a formatted file that is structured as: Prompt + 
code, Response, Code edited

6 - Analysis script to compare two code versions (work in progress)

4. Discussion and Conclusion (work in progress)
Currently there is a huge amount of work in progress for this project but I intend 
to continue working on it if deemed relevant and of interest to the wider 
community. There are many obvious directions missing, and a lot of work to do 
before I would feel it is a functional strategy. 
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A few potential strengths of this red team approach:

- It leverages the inherent bias of models to want to help. In some of the 
preliminary findings, most of the models go wild on trying to make code 
changes just due to that being an assigned task, even though some of the code 
would be perfectly fine as is. 

- It leverages the bias of human reviewers. Smart coders love to pick apart 
obvious mistakes and flaws. It takes an advanced code to be able to step back 
and consider whether the mistake is actually real, why it is there, what the 
impact of changing it might be, how that impact could ripple through the larger 
system, what impact it could have based on future code, how changes in 
coding language style, or protocols could later impact it, and many more.

- It provides a means of separation and some plausible deniability to attempts at 
malicious behaviour. 
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6. Appendix (work in progress)

Additional Materials
Lots to add here, ran out of time for submission!!

Prompts Used
Heaps of these! Ran out of time to include, work in progress

Apart Research Hackathon Submission       7


	Introduction
	Methods (in progress)
	Results (in progress)
	Discussion and Conclusion (work in progress)
	References (incomplete)
	Appendix (work in progress)
	Additional Materials
	Prompts Used


