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Turn governance into architecture
A note for CISOs. KanTec Continuum. Observable Governance.

GOVERNANCE FLOWS DOWN  ·  OBSERVABLE FLOWS UP

Governing thought

Policy that lives in a pack is not control. Control is an architecture: policy that can travel down the stack, and 
evidence that can travel back up. If either path is missing, security has monitoring — not governance.

KanTec Continuum is that architecture. Observable Governance is the standard you hold every PEP, agent tool-
call and interface to. The CISO’s job is not another framework. It is to make authority executable in production.

1.  Why this, why now

Situation

CISOs already own identity, vulnerability, SOC, AppSec and a rising AI-risk brief. Boards have signed principles. 
Questionnaires are current. Copilots and first agents are already in the estate.

Complication

• Shadow AI is calling systems of record on interfaces that were never attested — outside the blessed path.

• Security questionnaires still assume humans click. Agents call. A deny that cannot be queried is theatre.

• SIEM, CSPM and model cards accumulate events. They are not a system of record for policy decisions.

• A parallel “AI security tower” fragments stop rights and doubles exception debt.

Question

What must be architected before the next agent is allowed to act against a system of record?

Answer

Turn governance into architecture. Governance flows down. Observable flows up. One evidence store. One 
named stop owner. PEPs on the path the agent actually uses. That is Continuum. That is Observable Governance.

2.  The architecture — three tests only

Figure. Architecture of the loop — policy down the spine, evidence up the return rail. Policy version ticks when a deny is queryable.

Test CISO proof

Authority is executable Dual-form policy (intent + artefact, same version). Named stop authority. Exception owner with 
an expiry.

The estate is bound Consequential interfaces — including agent tools — sit on attested PEPs. Unscoped tool-call fails 
closed. PDP timeout on a consequential path is deny.

The loop closes Allow/deny writes evidence_event: actor (incl. agent), asset, policy version, PEP class, exception, 
trace. Audit pack is that query. Next policy merge cites evidence_ids.

Fail any test and you have supervised experimentation with a security badge. Pass all three and governance is 
architecture.
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3.  Continuum as the control architecture

Do not add a category. Bind the stack you already have.

• Authority. Appetite, stop rights, exception owner. If unnamed, stop — before the first agent lands.

• Control plane. Registry, policy-as-code, PDP/PEP, exception bus, append-only evidence store.

• PEP classes. Pipeline, admission, gateway, agent tool-firewall, data. Logger is not a PEP.

• Runtime. Applications, models, agents — subjects of policy, never exceptions to it.

• Evidence / decision. Outcomes measured, risk evaluated, insights issued, policy evolved.

IBM webMethods, identity, endpoint and SIEM implement a plane. They do not replace the plane. A second 
control tower for AI is a defect.

4.  Zero Trust is the access architecture — not a product

Zero Trust is an architecture of access decisions. NIST SP 800-207 remains the definition; CISA’s maturity model 
and NIST SP 1800-35 are how it is implemented. Boards hear three slogans. Architects must design seven tenets 
and a PE/PEP split. None of that is a purchase order.

Three slogans

• Never trust, always verify. Location, badge and “inside the VPN” grant nothing. Every user, device, workload and 
agent is untrusted until this request is decided.

• Assume breach. Design as if an adversary is already inside. Deny by default. Inspect every flow.

• Verify explicitly. The decision uses live attributes — identity, device, resource, behaviour — not a one-time login.

Seven NIST tenets the estate must honour

• All data sources and computing services are resources — APIs, pipelines, models, agent tools, data stores, SaaS.

• All communication is secured regardless of network location. Inside the DC meets the same bar as the internet.
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• Access is granted per session, least privilege. Authz to resource A is not authz to resource B.

• Access is determined by dynamic policy from observable state — evaluated continuously, not annually.

• The enterprise monitors integrity and posture of owned and associated assets. No implicit healthy.

• Authentication and authorization are dynamic and enforced before access is allowed.

• The enterprise collects state of assets, infrastructure and communications — and uses it to improve posture. 
Telemetry feeds the next decision.

The split that is the architecture

NIST’s logical ZTA is the same split Observable Governance uses. The policy engine (PDP) decides. The policy 
administrator issues the session. The PEP enforces next to the resource. A logger is not a PEP. Signals in: identity, 
device, resource sensitivity, behaviour. Decision out: allow, deny, step-up, isolate — bound to a policy version, 
or it is not auditable.

CISA’s pillars (identity, devices, networks, applications/workloads, data, plus visibility and automation) sit on 
that logic. They do not replace it.

What Zero Trust is not

• Not “we turned on MFA.”

• Not a new perimeter appliance.

• Not implicit trust for service accounts, batch jobs or agents.

• Not fail-open because the PDP timed out on a consequential call.

Where Zero Trust meets Continuum

Zero Trust answers who or what may touch this resource, this session. Observable Governance answers whether 
we can prove the policy that decided that — and feed the proof into the next policy.

ZTA tenet Continuum / OG move

Every service is a resource Agent tool-calls are interfaces, not exceptions.

Per-session, least privilege Unscoped tools fail closed.

Dynamic policy Dual-form policy, same version, bound to PEPs.

PE / PEP split PDP decides; five PEP classes force; timeout = deny.

Collect state to improve posture evidence_event is the system of record. Governance flows down. Observable flows up.

Zero Trust without a closing evidence loop is access control. With the loop, governance is architecture.

5.  Observable Governance is the CISO standard

• Governance flows down — PEPs enforce on the path shadow AI already found.

• Observable flows up — every decision is queryable. If you cannot show last month’s deny, you cannot claim 
control.

• Shadow AI is named traffic. Attest the interface or deny the call.

• Enterprise integration is a PEP class. Dark point-to-point is the escape hatch.

Questionnaires, model cards and SIEM are inputs. The system of record is evidence_event.

6.  What the CISO funds — and what they refuse
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Fund

• Named stop authority and exception owner before any new agent path.

• One beachhead: one process, its interfaces, gateway + tool-firewall PEPs, evidence query.

• The evidence contract — append-only, policy version, trace join.

• Attested integration treated as enforcement, not as a connector catalogue.

Refuse

• An AI-only SOC or policy pack that cannot bind a PEP.

• Unbounded tool-calls “while legal writes the policy.”

• Inventory without proof.

• Fail-open on PDP timeout for consequential actions.

7.  90-day beachhead

Window Done when

Day 0 Stop authority named. Exception owner named. If not, do not proceed.

Days 1–30 Registry + dual-form policy on one path. Shadow-AI interfaces on that path listed and classified attested / 
dark.

Days 31–60 Gateway and agent tool-firewall PEPs live. Unsigned artefact cannot land. Consequential + timeout = 
deny.

Days 61–90 Evidence query works. First policy merge cites production evidence_ids. Risk committee pack is that 
query.

Scale by cloning the path. Do not scale by standing up a second SOC.

8.  How a CISO should talk about this

To the board / risk committee: “We are not buying another dashboard. We are making governance true in 
production. Policy must travel down. Evidence of whether it held must travel back up. If either path is missing, 
we have monitoring, not control.”

To the CIO: “One plane. Agents are interfaces. I will not co-own a parallel tower.”

To AppSec and SOC: “You get a query with a policy version and a trace. Exceptions expire. The deny is the 
control.”

To product and data: “Unscoped tools fail closed. Bring the call onto an attested PEP or it does not ship.”

9.  Decision the CISO is being asked to take

Adopt Observable Governance as the production standard. Make Continuum the architecture — not a 
framework on the shelf. Name the stop owner this week. Fund one beachhead path. Measure success as a 
working evidence query, not as a completed questionnaire.
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