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SPE2} None-SPE(NSPE)

Arm TrustZone, st X
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Platform Security Architecture(PSA)
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Secure Processing Environment(SPE)
Arm TrustZone, &St = FL T 0{ OF7 | X eF 20| QHH S H2| 2tE g =3
DIZot XHitE 22lo 2= slof gL

2. Secure Boot

2ot RES 0I5E o5 7|2 MY E RO SN AHA|7 |0 ZRE A
SES IR RELH A SE0| ls 2E= R0k ZLICH o &Y & Het o4t
O X2 2 HEA| 28 HA 2 SO0UI0F 5, 2ot RElS ot == S+t
Yoz P & Q== sfjof gfLCt

3. Secure Storage
CIHIO|A 7], HIE Mz, DA CIO|H & SRt YEE oA MY = A= 32
T=5t1, 0| 37Holl= #ets JHY A RI0| &g 4 QU= ofjof Bf LT

4. Secure Firmware Update
CIHFO| A Q] HRUOI S QHEISHA YOOI EY = U= S X|@HOF gLt
5. Cryptographic Service
AES, TLS, SHA, ECDSA S°| &tzat/25st &ne|ES K|l ofF gL},
6. Secure Communication
Mot oFFot S A S HESHOF ghL|Ct.
7. HObAA
#0000, #1234t 22 Chedt 2 E KT 4= Y= SHALE CIHIO|A S 2|4l of
O A X HEE B2 AHSh= & Eotut 2elel 7|25l 442 7L CH
8. Hardening & Lifecycle Management
CIHFOI AT A|ZH01 B =l O] 0f| = QEHSHA| 22
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Secure Workflow

|_|-|

SDT= NS ZHY R E AlZHof| BHIZE O|277kX| D ZHOf |oT MB 2t AH|ATF OFMTl 2~ Q)
£ Secure Workflowzgt= Bt £F 84S MSLICE Secure Workflow= A ot
ot loT Bots #=517| 8 & 6HAIZE =0 oM, ™ EHA0 2 SH|, /=
SAH =N S KtEHefL

A

EE
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Secure Device

SEY 0] Eot2 tAEHof| HHILE|O Qs 1ZHO| |oT MS ot MH|AE E56H7| 26 H
X0l @AQILICE SDTE SERI0 22+2 {8l Secure Boot Manager(SBM), Arm
TrustZone, Secure Element, Secure Authenticator S| 7 sE8 A|AH 2= LY
off AX[Sk1 B xfgCt.

2. Secure Manufacturing
SDT= & R5 A YR RE| QTS A0l M =01 S M Z LT Of THA|
oA = Hstel S7tLHOIM zero-trust 2otS F=517| Il 3THA 2 4THAIE S|
HABH7| = gL,

3. Secure Mastering
KA MAUHE B, = SH & =S YX[SH7| fIo SE=2A 0 2F 5= 00 2=

E= BE AT EY0{Q HIO] O|D[X[of MESID Yootdt= MHEE +AfL(Ch

4. Secure Programming
Mastering CHAIO A f =t O|0|X| S HIZ 0l QHSHA| FSh= HHAIQILICH
Secure Mastering@t Secure Programming TS Sl 20t 20| Al S22 T4
UXIRHO| F2 Y = A==l SIEQ0 S XS g 4= UG LT

5. Secure Provisioning
HoF QIS ME 0| dl CIHIO|A

o 22HRC 2 B4 IHF Fofl w4 s 5O
930 REE| 10| Hl0|E|S OHHS

6. Secure Deployment
et MEA Hotsh= loT MEHA|0| CHESHY| 2o SRtREES S0t HU0 YOlo|E
oF C|HFO| A Mol 7| 2ta|= HaULIC Secure DeploymentE S 1124
SHOFCH 0| &2 7|7|E QHXISHA| 22l o= A& LIC

SDT= loTE flet 22t QIS ME LFst= 7|2 (Certificate Authority; CARE, 29|
XA Ipdtot S2|X Xtits HEo6ty| s &M s Chota QELICE

SDTO| Hot IZ M= 27171 7|8 = (Public Key Infrastructure; PKI)Z 0|23 23 &
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AH|C|= 2ot

SDTe| 247tk

SREL CPU
RERE] ROM
S A RAM

YUH|C| = Eot

SDTE| loT A|lAE 250i= CPU, ROM, RAM2} &

AP 5 LD ORIE Il #7 U0 2F 78S
A, Wi-SUN FAN, LTE Cat.M1 = LTERF Z0| Cifet 2

SL|C} =8 Amazon AWS, Microsoft Azure, Arm Pe||o

S 2PI9C ZeHE N HE A QIE 2 olmaf MH|AQ} QI

IR EOF HE PSAY &40
ot AER|X|E D
Ie}

24O H| T4
2717 S Tresst Aeiof oHE s}

e gl b

2 otE 0 7|52 e S, 2ok 2
UG LICH O[EHY, ofo|Ifof, =%
o

ES%M%MEN%§¢

|
msung SmartThingset &
ﬁE B =[0f AGLICE

B OE2Hot 2E Hotm2aeyal &
= A

OFEAIE|, ADIEE, 9

SDT32LOM SDT32L4M SDT32F4M
30 - Cortex-MO+ - Cortex-M4F - Cortex-M4
MCU - STM32L0 - STM32L4 - STM32F4
bz z| - 20KB RAM - 320KB RAM - 260KB RAM
- 192KB Flash - 1024KB Flash - 2048KB Flash
- PSA Certified (0 X) - PSA Certified - PSA Certified
H=ot - TRNG - Mbed TLS - Mbed TLS
- TRNG
- USART, SPI, I°C,ADC, DAC - USART, SPI, I°C, ADC, DAC - USART, SPI, I°C, PWM,
1/0 - CAN, USB GPIO, ADC
- Ethernet, CAN
SDT32F7M SDT62M SDT63M
20] - Cortex-M7 - Cortex-M4F - Cortex-M4
- - Cortex-MO (for security) - Cortex-MO (for security)
MCU - STM32F7 - Cypress PSoC62 - Cypress PSoC63
bz z| - 512KB RAM - 288KB RAM - 288KB RAM
- 1MB Flash - 1024KB Flash - 1024KB Flash
- PSA Certified - PSA Certified(Cll &) - PSA Certified (0l &)
H=ot - Mbed TLS
- TRNG
- USART, SPI, I°C,1’S,ADC, - UART, SPI, I°’C, I’S - UART, SPI, I°C, I’S
1/0 DAC - USB - USB

04

- Ethernet, CAN, USB
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