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Finiti Legal Technologies, Inc.
Data Processing Agreement
Version: August 2026. This document is published at www.finiti.legal/dpa and is the current version of the Finiti Data Processing Agreement.
This Data Processing Agreement (this "DPA") forms part of, and is incorporated by reference into, the agreement between Finiti Legal Technologies, Inc. ("Finiti") and the customer identified in that agreement ("Customer") governing Customer's access to and use of the Finiti Services (the "Agreement"). This DPA applies where and to the extent that Finiti Processes Customer Personal Data on Customer's behalf in connection with the Services. Capitalised terms used but not defined in this DPA have the meanings given in the Agreement.
1. Processor and Subprocessor Relationships
1.1 Finiti as Processor. When Finiti Processes Customer Personal Data on Customer’s behalf in connection with the Services, Finiti is a Processor and Customer is the Controller (or, where Customer is itself acting as a Processor for an end-client of Customer, Finiti is a Sub-processor and Customer is a Processor). Finiti will Process Customer Personal Data only in accordance with this DPA, the Agreement, and Customer’s documented lawful instructions. Schedule 1 sets out the categories of data subjects, categories of Personal Data, nature and purpose of Processing, and duration. Finiti will notify Customer without undue delay if Finiti believes any Customer instruction violates Applicable Data Protection Laws, and Finiti may suspend the affected instruction until Customer modifies, confirms, or withdraws it.
1.2 Finiti as Controller. Finiti acts as an independent Controller for limited categories of data Finiti collects in operating the Services, including account-administration data, billing data, usage telemetry and audit logs, and security-monitoring data (collectively, “Service-Operations Data”). Finiti Processes Service-Operations Data to provide, secure, monitor, support, and improve the Services, to bill Customer, to comply with law, and to exercise and defend legal claims. Finiti’s Processing of Service-Operations Data is governed by the Finiti Privacy Notice and not by this DPA.
1.3 Customer’s Role. As between Customer and Finiti, Customer is solely responsible for the accuracy, quality, legality, and provenance of Customer Personal Data and for Customer’s decisions about how to use the Services. Customer represents and warrants that it has provided all notices and obtained all consents, authorizations, and lawful bases required by Applicable Data Protection Laws to enable Finiti to Process Customer Personal Data as contemplated by the Agreement and this DPA, including with respect to end-client data Customer submits.

2. Processing
2.1 Documented Instructions. Customer instructs Finiti to Process Customer Personal Data: (a) to provide, operate, secure, and support the Services; (b) as further described in this DPA, the Agreement, any order form, and Customer’s configuration of the Services; (c) as required by Applicable Laws to which Finiti is subject; and (d) as Customer may otherwise instruct in writing and Finiti acknowledges. Customer warrants that its instructions will comply with Applicable Data Protection Laws.
2.2 Scope. Finiti will not Process Customer Personal Data for any purpose other than performance of the Services or as otherwise instructed by Customer in accordance with this DPA. Without limiting the foregoing, Finiti will not (i) “sell” or “share” Customer Personal Data within the meaning of U.S. state privacy laws, (ii) retain, use, or disclose Customer Personal Data outside the direct business relationship with Customer, or (iii) combine Customer Personal Data with Personal Data Finiti receives from other sources, except as permitted by Applicable Data Protection Laws.
3. Inputs and Outputs
3.1 Customer Ownership. As between the parties, Customer retains all right, title, and interest in and to Inputs and Outputs, subject to Finiti’s rights in the underlying Services and Finiti’s intellectual property. Finiti claims no ownership of Inputs or Outputs.
3.2 No Model Training on Customer Personal Data. Finiti will not use Inputs, Outputs, or other Customer Personal Data to train, fine-tune, or evaluate any artificial-intelligence or machine-learning model, whether Finiti's own or a third party's. Finiti contracts with each Model Provider on terms that prohibit the use of Inputs and Outputs to train, fine-tune, or improve that Model Provider's models, and that provide for zero data retention (ZDR) or an equivalent restriction, such that Inputs and Outputs are processed only in volatile memory during inference and are not retained or persisted by the Model Provider after the inference call completes. Finiti will not enable any optional logging, prompt-caching, or training-data-sharing feature of a Model Provider that would result in retention of Customer Personal Data. This Section applies to Inputs and Outputs Processed by Model Providers; the treatment of data disclosed to other Sub-processors is as set out in Schedule 2.
3.3 Aggregate and De-Identified Data. Finiti may generate aggregate, statistical, or de-identified data derived from operation of the Services (e.g., counts of documents processed, latency, error rates) and may use such data to operate, secure, benchmark, and improve the Services, provided the data does not identify Customer, any Authorized User, any data subject, or any end-client of Customer, and Finiti does not attempt to re-identify it.
3.4 Deployment Models. The flow of Inputs and Outputs depends on the deployment model selected by Customer in the Agreement or applicable order form: (a) Managed Saas, where Inputs are transmitted to Finiti’s hosted environment and to Model Providers under ZDR; (b) Managed Deployment in Customer’s Cloud Tenant, where Inputs remain within Customer’s cloud tenant and only the prompt/response payload exits the tenant to the Model Provider under ZDR; (c) Full On-Premise / Air-Gapped, where Inputs and Outputs remain entirely within Customer’s infrastructure and no Sub-processors process Customer Personal Data. The current deployment, hosting region, and Model Providers in use are recorded in the applicable order form or Schedule 2.
3.5 Output Limitations; Verification. Customer acknowledges that Outputs are generated by probabilistic machine-learning models and may contain inaccuracies, omissions, or fabricated citations. Customer is solely responsible for reviewing Outputs by a qualified human reviewer before relying on them for any legal, regulatory, or client-facing purpose, and for ensuring that any use of Outputs complies with Customer’s professional-responsibility obligations and Applicable Laws. Outputs do not constitute legal advice from Finiti.
3.6 Prohibited Inputs. Customer will not submit as Inputs any (i) Personal Data of categories that Customer is not authorized to disclose to Finiti or its Sub-processors under Applicable Laws; (ii) information subject to the Health Insurance Portability and Accountability Act (HIPAA) unless the parties have separately executed a business-associate agreement; (iii) U.S. federal classified information or controlled unclassified information unless the deployment has been specifically configured and authorized for such use; or (iv) data subject to a contractual or legal restriction that prohibits its disclosure to the Model Providers and Sub-processors listed in Schedule 2.

4. Customer Obligations
4.1 Lawful Basis and Notices. Customer will (a) establish and maintain a valid lawful basis under Applicable Data Protection Laws for each Processing activity Customer instructs Finiti to perform; (b) provide all notices required by Applicable Data Protection Laws to data subjects (including Customer’s end-clients) regarding the use of the Services; and (c) obtain and maintain all consents, authorizations, and approvals from data subjects, end-clients, regulators, and other third parties required for Finiti to Process Customer Personal Data.
4.2 Authorized Users; Access Controls. Customer is responsible for (a) provisioning and de-provisioning Authorized Users; (b) configuring access controls, role-based permissions, single sign-on, and multi-factor authentication features made available by the Services; (c) keeping credentials confidential; and (d) the acts and omissions of its Authorized Users as if they were Customer’s own. Customer will promptly notify Finiti of any actual or suspected unauthorized use of the Services.
4.3 Data Minimization. Customer will submit only such Personal Data as is necessary for the purposes of the Services Customer has selected. Customer will not submit special categories of Personal Data (as defined in Article 9 GDPR) or comparable sensitive Personal Data under other Applicable Data Protection Laws unless (i) submission of that data is necessary for the intended use of the Services and (ii) Customer has obtained any explicit consent or other lawful basis required for such Processing.
4.4 Cross-Border and Sectoral Restrictions. Customer is responsible for determining whether its end-client confidentiality obligations, outside-counsel guidelines, professional-responsibility rules, or applicable cross-border data-transfer restrictions (including the PRC Personal Information Protection Law, the Hong Kong Personal Data (Privacy) Ordinance, and similar regimes) permit Customer to submit particular Personal Data to the deployment of the Services that Customer is using. Where required, Customer must select a deployment configuration (Managed Cloud Tenant or On-Premise) that satisfies those restrictions.
4.5 Output Use. Customer will not use Outputs in any manner that violates Applicable Laws or any third party’s rights, and will not represent Outputs as Finiti’s legal advice. Customer is responsible for any decisions, communications, filings, or work product produced based on Outputs.
4.6 Cooperation. Customer will reasonably cooperate with Finiti as needed for Finiti to comply with this DPA and Applicable Data Protection Laws, including in responding to data-subject requests and regulatory inquiries.

5. Security and Security Incident Response
5.1 Security Measures. Finiti has implemented, and will maintain, appropriate technical and organizational measures designed to protect the security, confidentiality, integrity, and availability of Customer Personal Data, including those measures described in Schedule 4. Finiti's information security program is independently certified against ISO/IEC 27001. Finiti's SOC 2 Type II audit is in its observation period, and the report will be made available to Customer under NDA on completion. 
5.2 Personnel. Finiti will ensure that any personnel authorized to Process Customer Personal Data are subject to written confidentiality obligations and receive regular security and privacy training.
5.3 Customer Security Responsibilities. Customer is responsible for implementing and maintaining appropriate security measures within its own systems and configurations, including its identity-provider integration, access policies, network controls (where the deployment is in Customer’s tenant or on-premise), and the security of devices used by Authorized Users to access the Services.
5.4 Notification. Finiti will notify Customer without undue delay, and in any event no later than 72 hours after becoming aware of a Security Incident affecting Customer Personal Data. Finiti will provide information reasonably available about the Security Incident, including (where known) its nature, the categories and approximate number of data subjects and records concerned, likely consequences, and measures taken or proposed to address and mitigate the Security Incident.
5.5 Investigation and Mitigation. Finiti will investigate the Security Incident, use reasonable efforts to identify and mitigate its cause, and provide Customer with timely updates as new information becomes available or as Customer reasonably requests. Finiti’s notification of, or response to, a Security Incident is not an acknowledgment of fault or liability.

6. Sub-Processing
6.1 General Authorization. Customer provides a general authorization for Finiti to engage Sub-processors to Process Customer Personal Data on Finiti’s behalf. The current list of approved Sub-processors is set out in Schedule 2 (Sub-processors). Finiti will (a) enter into a written agreement with each Sub-processor that imposes data-protection obligations no less protective than those in this DPA, including the obligations described in Article 28(3) GDPR where applicable; and (b) remain liable for the acts and omissions of its Sub-processors to the same extent as for its own acts and omissions under this DPA.
6.2 Notice of Changes. Finiti will give Customer at least ten (10) business days’ prior written notice (which may be by email or via the Finiti trust center) of any intended addition or replacement of a Sub-processor that will Process Customer Personal Data. The notice will identify the Sub-processor, its country of Processing, and the anticipated Processing activities.
6.3 Objection Right. Customer may object to the addition or replacement of a Sub-processor by giving Finiti written notice of the objection within thirty (30) days after the notice described in Section 8.2, stating the reasonable grounds for the objection. The parties will work together in good faith to resolve the objection. If the parties cannot resolve the objection within thirty (30) days after Finiti’s receipt of the objection, Customer may, as its sole and exclusive remedy, terminate the portion of the Services that cannot be provided without the objected-to Sub-processor on written notice to Finiti, with a pro-rata refund of prepaid fees for the terminated portion.
6.4 Restricted Sub-processing. Where the deployment selected by Customer is Full On-Premise / Air-Gapped, Finiti will not transfer Customer Personal Data to any Sub-processor; Customer is responsible for any third parties (e.g., its own cloud provider) Customer engages to host or support the on-premise deployment.

7. Data Subject and Third-Party Requests
7.1 Data Subject Requests. To the extent Customer cannot independently address data-subject requests using the functionality of the Services, Finiti will provide reasonable assistance to enable Customer to respond to requests from data subjects to exercise their rights under Applicable Data Protection Laws (including rights of access, rectification, erasure, restriction, portability, and objection). If Finiti receives a data-subject request relating to Customer Personal Data, Finiti will not respond except to acknowledge receipt and to direct the requester to Customer, unless required to respond by Applicable Law.
7.2 Government and Third-Party Requests. Unless prohibited by Applicable Law, Finiti will promptly notify Customer of any legally binding request from a government authority or other third party for disclosure of Customer Personal Data, so that Customer may seek a protective order or other remedy. If Finiti is legally prohibited from notifying Customer and, in Finiti’s reasonable assessment, has grounds to believe the request is unlawful, Finiti will take commercially reasonable steps to challenge it. Finiti will disclose only the minimum Customer Personal Data necessary to comply.
7.3 DPIAs and Consultations. Finiti will provide reasonable assistance to Customer in carrying out data-protection impact assessments and data-transfer impact assessments, and in consultations with supervisory authorities, in each case to the extent required by Applicable Data Protection Laws and taking into account the nature of the Processing and the information available to Finiti.

8. Cross-Border Transfers
8.1 Authorization. Customer authorizes Finiti to transfer Customer Personal Data outside the European Economic Area, the United Kingdom, Switzerland, or other relevant territory as necessary to provide the Services, subject to the safeguards in this Section 10 and the deployment configuration selected by Customer.
8.2 EEA Transfers. Where the transfer is from the EEA to a country not subject to an adequacy decision of the European Commission, the EEA SCCs are incorporated by reference and apply on the terms set out in Schedule 3, Section 1.
8.3 UK Transfers. Where the transfer is from the United Kingdom to a country not subject to UK adequacy regulations, the UK Addendum is incorporated by reference and applies on the terms set out in Schedule 3, Section 2.
8.4 Swiss Transfers. Where the Swiss FADP applies, the EEA SCCs apply with the modifications set out in Schedule 3, Section 3.
8.5 Alternative Mechanisms. If a supervisory authority approves a new or modified transfer mechanism that supersedes a mechanism in this Section 10, Finiti may adopt that mechanism on written notice to Customer, and it will apply in lieu of the prior mechanism to the extent it complies with Applicable Data Protection Laws.

9. Deletion and Return of Customer Personal Data
9.1 During the Term. Customer may access, export, or delete Inputs, Outputs, and other Customer Personal Data at any time during the term of the Agreement using the functionality of the Services.
9.2 After Termination. Within thirty (30) days after termination or expiration of the Agreement, Finiti will, at Customer’s election, return or delete all Customer Personal Data in Finiti’s possession or control, except to the extent retention is required by Applicable Law or routine backups, in which case Finiti will continue to protect such retained data in accordance with this DPA and will Process it only as required by Applicable Law. Backup copies will be overwritten or deleted on Finiti’s standard backup-retention cycle. Upon Customer’s written request, Finiti will provide written certification of deletion.

10. Audit and Reports 
10.1 Audit Reports. Upon obtaining its SOC 2 Type II attestation, Finiti will make available, on a confidential basis and subject to an applicable nondisclosure agreement, its then-current ISO/IEC 27001 certificate and SOC 2 Type II report (each, a “Report”), no more frequently than once per twelve-month period (or more frequently following a Security Incident). Finiti will make its ISO/IEC 27001 certificate available to Customer upon request prior to obtaining SOC 2 Type II attestation.
10.2 Information Requests. Where the Reports do not reasonably enable Customer to verify Finiti’s compliance with this DPA, Finiti will respond in writing, on a confidential basis, to reasonable security-due-diligence questionnaires from Customer, no more frequently than once per twelve-month period.
10.3 On-Site Audits. Where Customer cannot reasonably satisfy its audit obligations under Applicable Data Protection Laws through the means described in Sections 12.1 and 12.2, or where required by a supervisory authority, Customer may conduct an on-site audit subject to: (a) at least sixty (60) days’ prior written notice (unless a shorter period is required by Applicable Law); (b) conduct during Finiti’s ordinary business hours and in a manner that minimizes disruption to Finiti’s operations; (c) no more than one audit in any twelve-month period (except following a Security Incident); (d) execution of an audit-specific nondisclosure agreement; (e) the audit being limited to controls relevant to Customer Personal Data; and (f) Customer’s reimbursement of Finiti’s reasonable out-of-pocket costs (unless the audit reveals a material breach by Finiti).
10.4 Records. Finiti will maintain records of its compliance with this DPA for three (3) years following termination of the Agreement.

11. Indemnification
11.1 Customer Indemnification. Customer will defend, indemnify, and hold harmless Finiti and its affiliates, and their respective officers, directors, employees, and agents (collectively, the “Finiti Indemnified Parties”) from and against any third-party claims, demands, suits, or proceedings, and any associated damages, fines, penalties, settlement amounts, costs, and reasonable attorneys’ fees, in each case to the extent arising out of or relating to: (a) Customer’s or any Authorized User’s breach of Sections 4.5, 4.6, or 5 of this DPA; (b) Customer’s submission of Inputs that Customer did not have the right or lawful basis to submit; (c) Customer’s use, distribution, or reliance on Outputs in violation of Applicable Laws, professional-responsibility rules, or third-party rights; (d) Customer’s failure to provide notices or obtain consents required by Applicable Data Protection Laws; or (e) any claim by an Authorized User, an end-client of Customer, or a data subject arising from Customer’s configuration or use of the Services, except in each case to the extent the claim is caused by a Finiti Indemnified Party’s breach of this DPA.
11.2 Finiti Indemnification. Finiti will defend, indemnify, and hold harmless Customer and its affiliates, and their respective officers, directors, employees, and agents (collectively, the “Customer Indemnified Parties”) from and against any third-party claims, demands, suits, or proceedings, and any associated damages, fines, penalties, settlement amounts, costs, and reasonable attorneys’ fees, in each case to the extent arising out of or relating to: (a) Finiti’s material breach of its data-protection obligations under this DPA or under Applicable Data Protection Laws; or (b) a Security Incident caused by Finiti’s or a Sub-processor’s negligence or willful misconduct, except in each case to the extent the claim is caused by a Customer Indemnified Party’s breach of this DPA or the Agreement, by Customer’s violation of Applicable Laws, or by Inputs that Customer was not entitled to submit.
11.3 Procedure. The party seeking indemnification (“Indemnitee”) will: (a) promptly notify the indemnifying party (“Indemnitor”) in writing of the claim (provided that any delay will reduce the Indemnitor’s obligations only to the extent the Indemnitor is materially prejudiced); (b) give the Indemnitor sole control over the defense and settlement of the claim (provided that the Indemnitor may not settle any claim in a manner that imposes any non-monetary obligation on the Indemnitee or admits liability on behalf of the Indemnitee without the Indemnitee’s prior written consent, not to be unreasonably withheld); and (c) provide reasonable cooperation in the defense at the Indemnitor’s expense. The Indemnitee may participate in the defense with counsel of its own choosing at its own expense.
11.4 Sole and Exclusive Remedy. This Section 13 states each party’s sole and exclusive remedy, and the indemnifying party’s sole and exclusive liability, for the third-party claims described in this Section 13, subject to the limitations of liability in Section 14 and the Agreement.

12. Limitation of Liability
12.1 Liability Caps. To the maximum extent permitted by Applicable Data Protection Laws, each party’s aggregate liability arising out of or relating to this DPA is subject to the exclusions and limitations of liability set out in the Agreement, and the parties’ aggregate liability across the Agreement and this DPA, taken together, will not exceed the cap stated in the Agreement.
12.2 Indemnification Carve-Outs. The parties acknowledge that the indemnification obligations in Section 13 are subject to the liability cap in the Agreement, except that indemnification obligations arising out of (a) a Security Incident caused by Finiti’s gross negligence or willful misconduct, or (b) a party’s breach of its confidentiality obligations under the Agreement, are subject to the enhanced cap (if any) stated in the Agreement.
12.3 Statutory Rights. Nothing in this DPA limits any liability owed to a data subject under Applicable Data Protection Laws or any liability between the parties under the EEA SCCs or UK Addendum.
12.4 Claims Channeling. Any claim arising out of or relating to this DPA may be brought only by the Customer entity that is party to the Agreement, and only against the Finiti entity that is party to the Agreement; affiliates of either party are intended third-party beneficiaries only for purposes of indemnification under Section 13.

13. General
13.1  Order of Precedence. If there is any conflict among the documents that govern Customer’s use of the Services, the following order of precedence applies (highest to lowest): (a) the EEA SCCs and the UK Addendum (where applicable); (b) this DPA; and (c) the Agreement. Any ambiguity will be resolved to permit the parties to comply with Applicable Data Protection Laws.
13.2 Governing Law. This DPA is governed by the law and exclusive jurisdiction stated in the Agreement, except where Applicable Data Protection Laws require otherwise (and then only for purposes of compliance with those laws).
13.3 Term. This DPA takes effect on the effective date of the Agreement and continues for as long as Finiti Processes Customer Personal Data. Provisions that by their nature should survive termination will survive.
13.4 Amendments. Finiti may update this DPA from time to time as necessary to reflect changes in Applicable Data Protection Laws, updates to transfer mechanisms, or changes to the Services, provided that any update will not materially reduce the overall protections in this DPA. Finiti will give Customer at least thirty (30) days’ written notice of any such update; the updated DPA will take effect at the end of that period unless Customer terminates the affected portion of the Services before then.
14. Definitions.
Capitalized terms used in this DPA have the meanings given below or, if not defined below, in the Agreement.
14.1 “Applicable Data Protection Laws” means the data protection, privacy, and information-security laws that apply to the Processing of Customer Personal Data under the Agreement, including, as applicable, European Data Protection Laws, UK Data Protection Laws, the Swiss FADP, the California Consumer Privacy Act (as amended by the CPRA), and other U.S. state privacy laws, in each case as amended, superseded, or replaced from time to time.
14.2 “Authorized User” means an individual (such as a Customer attorney, paralegal, knowledge-management professional, or IT administrator) whom Customer has authorized to access and use the Services on Customer’s behalf.
14.3 “Controller” means the entity that, alone or jointly with others, determines the purposes and means of the Processing of Personal Data. References to “Controller” include “business” for purposes of U.S. state privacy laws.
14.4 “Customer Personal Data” means Personal Data contained in Inputs or Outputs that Finiti Processes on behalf of Customer in connection with the Services, including Personal Data contained in attachments, prompts, support requests, and other materials Customer submits to the Services.
14.5 “EEA SCCs” means the Standard Contractual Clauses approved by the European Commission in its Implementing Decision (EU) 2021/914 of 4 June 2021.
14.6 “European Data Protection Laws” means the EU General Data Protection Regulation 2016/679 (“GDPR”), the EU e-Privacy Directive 2002/58/EC, and the national implementing laws of EU/EEA member states.
14.7 “Inputs” means any text, documents, data, files, prompts, instructions, or other materials that Customer or its Authorized Users submit to, upload to, or generate within the Services.
14.8 "Model Provider" means a third party that hosts or provides access to a large-language model or other machine-learning model used by Finiti to generate Outputs (e.g., Anthropic via the direct Anthropic API, or Microsoft as operator of models sold by Azure).
14.9 “Outputs” means the text, analyses, drafts, citations, summaries, classifications, or other content generated by the Services in response to Inputs.
14.10 “Personal Data” means any information relating to an identified or identifiable natural person, or that otherwise constitutes “personal data,” “personal information,” “personally identifiable information,” or a similar term under Applicable Data Protection Laws.
14.11 “Processor” means the entity that Processes Personal Data on behalf of the Controller. References to “Processor” include “service provider” for purposes of U.S. state privacy laws.
14.12 “Processing” means any operation or set of operations performed on Personal Data, whether or not by automated means, including collection, recording, storage, use, disclosure, transmission, erasure, or destruction. “Process” and “Processed” have correlative meanings.
14.13 “Security Incident” means a breach of security leading to the accidental or unlawful destruction, loss, alteration, or unauthorized disclosure of, or access to, Customer Personal Data Processed by Finiti or its Sub-processors. “Security Incident” does not include unsuccessful attempts that do not result in unauthorized access (e.g., pings, port scans, denied log-ins).
14.14 “Services” means the Finiti-branded software-as-a-service platform and related professional services described in the Agreement, including any deployment of the platform configured for Customer (whether managed by Finiti, deployed in Customer’s cloud tenant, or installed on Customer’s on-premise infrastructure).
14.15 “Sub-processor” means any Processor engaged by Finiti to Process Customer Personal Data on Finiti’s behalf in connection with the Services.
14.16 “UK Addendum” means the international data-transfer addendum to the EEA SCCs issued by the United Kingdom Information Commissioner’s Office under section 119A of the UK Data Protection Act 2018.
14.17 “UK Data Protection Laws” means the UK Data Protection Act 2018 and the GDPR as it forms part of UK law by virtue of section 3 of the European Union (Withdrawal) Act 2018 (the “UK GDPR”).
14.18 "ZDR" means "zero data retention" — a contractual commitment from a Model Provider that prompts and outputs are processed only in volatile memory and are not retained or otherwise persisted by the Model Provider after the inference call completes.


Schedules
Schedule 1 — Description of Processing
	Categories of data subjects
	Authorized Users of Customer; current and former clients of Customer and personnel of those clients; counterparties, witnesses, and other natural persons identified in matter materials Customer submits as Inputs.

	Categories of Personal Data
	Identifiers (names, business contact details, identification numbers); employment data; matter and transaction data; content of legal documents and communications submitted by Customer; account credentials and authentication identifiers for Authorized Users; usage data and audit logs.

	Special categories of Personal Data
	Customer may, at Customer’s discretion and subject to Section 5.3, submit Inputs containing special-category Personal Data (e.g., information revealing health, ethnicity, political opinions, or trade-union membership) where necessary for legal-services purposes. Finiti applies the security measures in Schedule 4 to all Customer Personal Data, including special-category data.

	Subject matter of Processing
	Provision of the Finiti Services to Customer, including ingestion of Inputs, model-based generation of Outputs, document analysis and drafting assistance, and related security, support, and administrative functions.

	Nature of Processing
	Storage; structured indexing; retrieval; transmission to Model Providers and other Sub-processors for inference; in-memory processing by Model Providers under ZDR; generation of Outputs; logging for security; deletion at Customer’s instruction.

	Purposes of Processing
	To provide, secure, support, and improve the Services and to comply with Applicable Laws.

	Duration and frequency
	Continuous during the term of the Agreement, and thereafter only as required by Section 11.

	Retention period
	Inputs and Outputs are retained for so long as Customer maintains them in the Services. Following termination, Section 11.2 applies.



Schedule 2 — Sub-processors
The following Sub-processors are approved to Process Customer Personal Data as of the effective date of this DPA. The specific Sub-processors used for Customer’s deployment, and the regions in which they Process Customer Personal Data, are recorded in the applicable order form.
	Sub-processor
	Legal Entity
	Country / Region
	Processing Activity
	Applicable Deployments

	Microsoft Azure
	Microsoft Corporation
	United States (or EU / East Asia regions, per order form)
	Cloud infrastructure, storage, and model hosting (Microsoft Foundry / Azure OpenAI models are hosted and operated by Microsoft within Azure)
	Managed SaaS; Managed Cloud Tenant (where Customer’s tenant is on Azure)

	Anthropic
	Anthropic, PBC
	United States
	Large-language-model inference for Outputs via the direct Anthropic API, under zero-data-retention contract
	Managed SaaS; Managed Cloud Tenant (where Customer authorizes Anthropic API access)

	Reducto
	Reducto AI, Inc.
	United States
	Document parsing and structured-data extraction from Inputs
	Managed SaaS; Managed Cloud Tenant (subject to Customer approval)

	Qdrant
	Qdrant Solutions GmbH
	Germany (EU); data plane co-located with Finiti's Azure region selected for Customer
	Vector database storing embeddings of Customer Inputs and associated metadata pointers for retrieval. Deployed under Qdrant Private Cloud: the data plane runs inside Finiti's Azure tenant, so vector data does not leave Finiti's Azure environment, and per Qdrant's Private Cloud documentation Qdrant has no access to the database, stored data, API keys, backups, or cluster logs; Qdrant operates the control plane for cluster management, upgrades, and monitoring.
	Managed SaaS; Managed Cloud Tenant (subject to Customer approval)

	Exa
	Exa Labs, Inc.
	United States
	Web search and retrieval for non-filing reference sources
	Managed SaaS; Managed Cloud Tenant (subject to Customer approval)



Full On-Premise / Air-Gapped Deployments. Where Customer has selected the Full On-Premise / Air-Gapped deployment, Finiti does not transfer Customer Personal Data to any of the Sub-processors listed above. The Sub-processors listed in this Schedule apply only to Managed SaaS and Managed Cloud Tenant deployments. The deployment model and the specific Sub-processors used for Customer are recorded in the applicable order form.
Service-Operations Data processors. Finiti uses the following third parties to process Service-Operations Data (Finiti's controller-side data described in Section 2.2): (i) Logfire (Pydantic Services Ltd., United Kingdom) for application logs, traces, and metrics; and (ii) PostHog (PostHog, Inc., United States; EU-region instance for Customer Personal Data of EEA/UK data subjects) for product analytics, feature flags, and session-replay telemetry. Customer Personal Data is filtered out of log and event streams at the application layer prior to transmission, session replay is configured with input masking and DOM-text masking enabled by default, and these providers are therefore processors of Service-Operations Data rather than Sub-processors of Customer Personal Data under this DPA. If, in connection with an incident investigation, a Customer-requested troubleshooting session, or an explicit Customer configuration change, Finiti enables full-fidelity tracing or unmasked session replay for a Customer's environment in a manner that would route Customer Personal Data through any of the foregoing providers, that provider will, for the duration of such Processing, be treated as a Sub-processor under this DPA and Finiti will provide notice consistent with Section 8.2.
Datamule. Finiti uses Datamule's hosted archive API for scheduled bulk retrieval of public SEC EDGAR filings. Datamule receives only filing requests made under Finiti's own account — no Customer documents, Customer identity, or matter linkage — and is therefore part of Finiti's technical supply chain rather than a Sub-processor of Customer Personal Data under this DPA.
Schedule 3 — Region-Specific Terms
1. EEA Transfers (EEA SCCs).
1.1 Module 2 (Controller to Processor) applies where Customer is a Controller and Finiti is a Processor. Module 3 (Processor to Sub-processor) applies where Customer is a Processor and Finiti is a Sub-processor.
1.2 The optional docking clause in Clause 7 does not apply.
1.3 In Clause 9(a), Option 2 (general written authorization) applies, and the notice period for Sub-processor changes is the period set out in Section 8.2 of this DPA.
1.4 In Clause 11, the optional language does not apply.
1.5 In Clause 13 and Annex I.C, the competent supervisory authority is the supervisory authority of the EEA member state in which Customer (as data exporter) is established.
1.6 In Clause 17, Option 1 applies, and the EEA SCCs are governed by the law of Ireland.
1.7 In Clause 18(b), disputes are resolved before the courts of Ireland.
1.8 Annex I.A: the data importer is Finiti Legal Technologies, Inc.; the data exporter is Customer. Annex I.B is completed by reference to Schedule 1 of this DPA. Annex II is completed by reference to Schedule 4 of this DPA. Annex III is completed by reference to Schedule 2 of this DPA.
2. UK Transfers (UK Addendum).
2.1 The EEA SCCs apply as described in Section 1 above, as modified by Part 2 (Mandatory Clauses) of the UK Addendum.
2.2 Tables 1–3 of Part 1 of the UK Addendum are completed by reference to Schedule 1 of this DPA and the front matter of this DPA.
2.3 In Table 4 of Part 1 of the UK Addendum, neither party may end the UK Addendum as set out in Section 19 of the UK Addendum.
2.4 If the ICO issues a revised approved addendum under section 18 of the UK Addendum, the parties will work in good faith to revise this DPA accordingly.
3. Swiss Transfers.
3.1 References to the GDPR in Clause 4 of the EEA SCCs are deemed to refer also to the Swiss FADP to the extent legally required.
3.2 References to a “supervisory authority” include the Swiss Federal Data Protection and Information Commissioner.
3.3 References to EEA member-state law also include Swiss law where required.
4. U.S. State Privacy Laws.
4.1 To the extent Customer Personal Data is subject to a U.S. state privacy law that imposes obligations on “service providers,” “contractors,” or “processors,” Finiti acts as such with respect to that Customer Personal Data and complies with the applicable obligations.
4.2 Finiti will not (a) sell or share Customer Personal Data within the meaning of the CCPA/CPRA or similar laws; (b) retain, use, or disclose Customer Personal Data outside the direct business relationship between the parties, except as permitted by Applicable Data Protection Laws; or (c) combine Customer Personal Data with Personal Data Finiti receives from other sources, except as permitted under Applicable Data Protection Laws.
4.3 Finiti will notify Customer promptly if Finiti determines that it can no longer meet its obligations under U.S. state privacy laws, and Customer may take reasonable steps to prevent, stop, or remediate any unauthorized Processing.
5. PRC Personal Information Protection Law.
5.1 Where Customer or its end-clients are subject to the Personal Information Protection Law of the People's Republic of China (the "PIPL"), Customer is solely responsible for determining whether the deployment configuration selected under the Agreement permits Customer to submit PIPL-regulated personal information to Finiti consistent with PIPL's cross-border transfer requirements (including, as applicable, the CAC security assessment, the CAC Standard Contract for Cross-Border Transfer, CAC certification, or any applicable exemption).
5.2 Finiti does not undertake to act as an "overseas recipient" of personal information under Article 38 of PIPL with respect to the Managed SaaS deployment, and Finiti has not executed and will not be required by this DPA to execute the CAC Standard Contract. Where PIPL cross-border transfer requirements apply, Customer must either (a) select the Managed Cloud Tenant deployment in an in-region instance or the Full On-Premise / Air-Gapped deployment so that no cross-border transfer to Finiti occurs, or (b) separately agree with Finiti in writing on a PIPL-compliant mechanism (which Finiti may grant or decline in its discretion, and which, if executed, will supplement and not supersede this DPA).
5.3 Customer is responsible for providing any separate PIPL notices, obtaining any separate PIPL consents (including standalone consent for cross-border transfer where required), and conducting any Personal Information Protection Impact Assessment ("PIPIA") required by PIPL. Finiti will provide reasonable assistance with the technical information required for Customer's PIPIA on the same terms as Section 9.3 of this DPA.
5.4 Finiti will Process PIPL-regulated personal information in accordance with the security measures in Schedule 4, the security incident notification obligations in Section 7, and the deletion obligations in Section 11.
6. Alternative Mechanisms.
6.1 If the European Commission, the ICO, the Swiss Federal Data Protection and Information Commissioner, or another competent authority approves a new or revised transfer mechanism that supersedes a mechanism in this Schedule 3, Finiti may adopt that mechanism on written notice to Customer, and the new mechanism will apply in lieu of the prior mechanism to the extent it complies with Applicable Data Protection Laws.
Schedule 4 — Technical and Organizational Security Measures
1. Information Security Program.
Finiti maintains a documented information-security program certified under ISO/IEC 27001 and designed to align with SOC 2 (Trust Services Criteria), with executive sponsorship and a designated security leader.
The program is independently audited at least annually by qualified third-party auditors.
Policies are reviewed at least annually and updated to reflect changes in regulatory requirements, technology, and business operations.
2. Encryption.
Customer Personal Data is encrypted in transit using TLS 1.2 or higher.
Customer Personal Data is encrypted at rest using AES-256 or equivalent.
Encryption keys are managed as Azure platform-managed keys; customer-managed keys (CMK/BYOK) are available as a per-client enterprise implementation on request.
3. Access Control.
Access to Customer Personal Data follows least-privilege and need-to-know principles.
Multi-factor authentication is enforced for all Finiti personnel with administrative access.
Access rights are reviewed at least quarterly and revoked promptly on role change or departure.
Customer-facing authentication is via Microsoft Entra ID (OAuth 2.0 / OpenID Connect), with SSO and MFA enforced at the identity-provider level.
4. Network and Application Security.
Production environments are logically segregated from development and testing environments.
Production network access is restricted via VPC isolation, security groups, and bastion hosts where applicable.
Web application protections include input validation, output encoding, dependency scanning, and a web application firewall.
Vulnerability scanning is performed continuously, and penetration tests are conducted at least annually by independent testers.
5. Logging and Monitoring.
Security events, administrative actions, and access to Customer Personal Data are logged and forwarded to a centralized SIEM.
Critical alerts are monitored 24/7 via automated alerting with engineering escalation.
Logs are retained for the period required by Applicable Laws and Finiti’s retention policy.
6. Sub-processor Security.
Sub-processors are evaluated through a security-due-diligence process before engagement and at least annually thereafter.
Model Providers are engaged only under contracts that prohibit retention of Inputs and Outputs (ZDR or equivalent).
7. Incident Response.
Finiti maintains a documented incident-response plan covering detection, containment, eradication, recovery, and post-incident review.
The plan is tested at least annually through tabletop or technical exercises.
Notification procedures are aligned with Section 7 of this DPA.
8. Business Continuity and Disaster Recovery.
Production environments are deployed across multiple availability zones with automated failover.
Backups are taken on a regular cadence, are encrypted, and are tested for restorability.
Recovery-time and recovery-point objectives are documented and reviewed at least annually.
9. Personnel Security.
Background checks are conducted on Finiti personnel where permitted by law.
All personnel are subject to written confidentiality obligations.
Security and privacy training is delivered at onboarding and at least annually thereafter.
10. Physical Security.
Production hosting is provided by SOC 2 / ISO 27001-certified cloud providers with physical access controls including 24/7 staffing, multi-factor entry, biometrics, and video surveillance.
Finiti corporate offices restrict access via badge access and visitor management.
11. Data Deletion.
Production deletion of Customer Personal Data uses cryptographic erasure and overwriting consistent with NIST SP 800-88.
Customer may request deletion at any time during the term; backup overwrite occurs on the standard backup cycle.
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