HYPERVERIFY – SUPPLEMENTAL TERMS OF USE
(Issued by TartanHQ Solutions Private Limited)
Effective Date: April 1, 2025
1. These Supplemental Terms of Use (herein after referred to as “HyperVerify Terms”) govern the access to and use of the HyperVerify product and related services (hereinafter referred to as “HyperVerify”) made available by TartanHQ Solutions Private Limited (hereinafter referred to as “Tartan”, “we”, “us”, or “our”), a private limited company, having its corporate office at 6th floor, Spring House, Unitech Trade Centre, Sushant Lok Phase I, Sector 43, Gurugram-122022, Haryana.
These HyperVerify Terms are in addition to, and shall be read together with, Tartan’s Terms of Use available on its website (herein after referred to as “Terms of Use”), updated from time to time. These HyperVerify Terms do not replace or supersede the Terms of Use but apply specifically to the access and use of the HyperVerify Services. 
Capitalised terms not defined in these HyperVerify Terms shall have the meanings assigned to them in the Terms of Use. All provisions relating to limitation of liability, indemnity, intellectual property, termination, and dispute resolution contained in the Terms of Use shall apply mutatis mutandis to the HyperVerify Services. In the event of any inconsistency, these HyperVerify Terms shall prevail solely with respect to the HyperVerify Services.

By accessing or using HyperVerify, the user agrees to be bound by both the Terms of Use and these HyperVerify Terms.

Following main parties are involved in the process of HyperVerify:

A. Tartan’s Client/Customer – a party involved willing to avail the service from Tartan to expediate KYC and customer journeys for lending, gaming, and investment platforms by verifying PII data, addresses, and mobile numbers in real-time;
B. Tartan - data processor, that processes the personnel’s information basis instructions from Tartan’s Client. Tartan acts solely as a structured intermediary layer between the Data Principal and Data Fiduciary for the purpose of verification of information.

2. NATURE, PROCESS AND SCOPE OF HYPERVERIFY SERVICES

2.1 HyperVerify is a proprietary technology platform of Tartan that enables real-time digital verification platform provided by Tartan that delivers automated identity, employment, address, income and business credential validation through a suite of unified application programming interfaces. 

2.2 HyperVerify’s verification services are designed to streamline customer and vendor onboarding, strengthen risk assessment processes, enhance compliance, and reduce operational fraud using consent-based data verification from authoritative sources.

2.3 HyperVerify operates strictly as a technology intermediary that facilitates automated data exchange based on system verification authorised by the Data Fiduciary.

2.4 Tartan does not generate, modify, create, or independently validate source data originating from third-party systems and does not guarantee the completeness, accuracy, or authenticity of such third-party data. Tartan shall also not be responsible for any interruption, restriction, modification, or discontinuation of access to such third-party data sources due to regulatory changes or actions of the respective data providers.

2.5 HyperVerify operates by integrating with systems via APIs to execute verification workflows in real time. Upon receipt of End Individual consent, HyperVerify: 

· Accepts verification requests through API calls or a white-label dashboard; 
· Connects to trusted government, payroll, mobile, and corporate data sources to validate Personally Identifiable Information (“PII”), employment status, income records, business and contact details; 
· Orchestrates multiple checks — such as identity matching, data enrichment, and document cross-validation — in a single, consolidated response; and 
· Returns structured verification results to the Client’s systems for further use in onboarding, risk decisions, compliance reporting, or other business processes. 

2.6 The process is designed for high availability, minimal latency, and scalable performance to support enterprise-level use cases with built-in audit logging, compliance controls, and fallback mechanisms in case of data source interruptions.
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3. ELIGIBILITY AND AUTHORISATION

3.1 HyperVerify may only be accessed by entities that have executed a valid commercial agreement with Tartan or Tartan’s Clients, as the case may be.

3.2 The Data Fiduciary represents and warrants that:
· it has full corporate authority to enter into the agreement;
· it has lawful rights to transmit and process data through HyperVerify;
· it complies with all applicable data protection and privacy laws.

4. DATA AND CONSENTS

4.1 The Data Fiduciary shall be solely responsible for obtaining all legally required consents, authorisations, notices, and approvals from end users, employees, contractors, or data subjects whose data is processed through HyperVerify and thereafter provided to Customer via Tartan and provide such evidence to Tartan’s Clients.

4.2 Tartan’s Clients shall procure that Data Fiduciary expressly represents and warrants that:
· all data shared with Tartan has been lawfully collected;
· adequate notice has been provided to data subjects;
· required consents under applicable law have been validly obtained.

4.3 Tartan shall be entitled to rely entirely on such representations and shall have no obligation to independently verify the legality of data collection or consent and shall be indemnified and held harmless against any claims, penalties, regulatory actions, or liabilities arising from failure to obtain valid consent or lawful basis for processing. Tartan may request reasonable documentary evidence of such consent where required for compliance or regulatory purposes.

4.4 The data collected shall be utilised exclusively for the purposes of HyperVerify and shall not be used for any other purpose without obtaining explicit consent.

4.5 Tartan shall not use, disclose, analyse, monetise, or process such data for independent business purposes, profiling, analytics, or marketing.

4.6 Tartan shall process data strictly in accordance with such lawful basis and documented instructions and shall not process data beyond the scope of HyperVerify.

4.7 Tartan shall not collect, store, or process KYC documentation, financial credentials, banking passwords, authentication secrets, or any sensitive financial access information.

5. DATA RETENTION AND DELETION 

Tartan shall retain data processed through HyperVerify only for the duration necessary to fulfil the specific purpose of the authorised redirection, integration, and synchronisation process, or for such longer period as may be required under applicable law or contractual obligations. Upon completion of the redirection journey and subject to applicable legal or regulatory retention requirements, Tartan shall delete or anonymise such data within a reasonable and documented timeframe, and shall not retain such data indefinitely.

6. INFORMATION SECURITY AND BREACH NOTIFICATION

6.1 Tartan shall implement and maintain reasonable and appropriate technical and organisational security measures designed to protect data against unauthorised access, disclosure, alteration, loss, or destruction, considering the nature, scope, and sensitivity of the data processed through HyperVerify. 

6.2 In the event of any actual, suspected, or confirmed data breach affecting data processed under these Terms, Tartan shall notify the Customer without undue delay and, in any event, promptly upon becoming aware of such breach. Such notification shall include reasonable details regarding (i) the nature and circumstances of the data breach, (ii) the categories and approximate volume of data affected, (iii) the likely consequences and impact, and (iv) the remedial actions taken or proposed to mitigate the breach and prevent recurrence. 

6.3 Tartan shall further provide reasonable cooperation, information, and assistance as may be required to enable the Customer to comply with its obligations under applicable law in connection with such data breach.

7. API INTEGRATION THROUGH THIRD PARTY

7.1 The Third Party shall implement and maintain industry-standard technical and organizational security measures to protect all data accessed or processed via the API. The Third Party shall comply with all applicable data protection laws and shall promptly within 2 (two) hours of coming in to knowledge, notify Tartan of any actual or suspected data breach and take remedial action at its own cost.

7.2 The Third Party shall keep all Tartan and customer data strictly confidential and use it solely for performing its obligations under this Agreement. No disclosure shall be made to any third party without prior written consent of Tartan. These obligations shall survive termination for 5 (five) years.

7.3 The Third Party shall obtain and maintain valid, informed consent from data subjects like the Customer for collection, use, and sharing of data through the API, where required by law. The Third Party shall not process data beyond the scope of such consent and shall provide proof of consent upon request.

7.4 The Third Party shall not use, sell, monetize, or otherwise exploit any data except as expressly permitted under the relevant Agreement, nor retain such data beyond the required period.

7.5 The Third Party shall not permit any subcontractor or affiliate to access data without prior written approval of Tartan and shall ensure equivalent obligations are imposed on such parties.

7.6 The Third Party shall indemnify and hold harmless Tartan against all losses, claims, and liabilities arising from any breach of data protection, confidentiality, or consent obligations, or any unauthorized use or disclosure of data.

7.7 Tartan may audit the Third Party’s compliance with these obligations upon reasonable notice, and the Third Party shall provide full cooperation.

7.8 Upon termination, the Third Party shall promptly return or securely delete all data and certify such deletion in writing.

7.9 The Third Party shall process personal data only for the limited purpose of providing the API integration services and shall not process, use, modify, disclose, or exploit such data for any other purpose without the prior written consent of Tartan.

7.10 The Third Party shall comply with all applicable data protection and privacy laws, including but not limited to the Information Technology Act, 2000 and rules thereunder, and any other applicable regulations. The Third Party shall ensure that its processing activities meet all legal and regulatory requirements applicable to a data processor.

7.11 The Third Party shall implement and maintain appropriate technical and organizational security measures to protect personal data against unauthorized or unlawful processing, accidental loss, destruction, damage, alteration, or disclosure. Such measures shall be consistent with industry standards and commensurate with the nature and sensitivity of the data.

7.12 The Third Party shall not transfer personal data outside India without the prior written consent of Tartan and shall ensure that such transfers comply with applicable legal requirements and adequate safeguards.

7.13 The Third Party shall be fully liable for any breach of its obligations under this clause and shall indemnify, defend, and hold harmless Tartan, its affiliates, and their respective officers, directors, and employees from and against any losses, damages, claims, penalties, or liabilities arising out of or in connection with: (a) any breach of applicable data protection laws; (b) unauthorized or unlawful processing of personal data; or (c) any act or omission of the Third Party or its sub-processors.

7.14 The Third Party shall ensure that any data processed through the API is accurate, complete, and not misleading to the extent such accuracy depends on its systems or actions. The Third Party shall not alter, corrupt, or degrade data and shall be liable for any loss of integrity caused due to its acts or omissions.

7.15 The Third Party shall regularly test, assess, and evaluate the effectiveness of its technical and organizational measures, including conducting periodic vulnerability assessments and penetration testing. Any identified vulnerabilities impacting the API or data security shall be promptly remediated at the Third Party’s cost.

7.16 The Third Party shall regularly test, assess, and evaluate the effectiveness of its technical and organizational measures, including conducting periodic vulnerability assessments and penetration testing. Any identified vulnerabilities impacting the API or data security shall be promptly remediated at the Third Party’s cost.

7.17 The Third Party shall implement strict access controls on a need-to-know and least-privilege basis and ensure proper authentication mechanisms for all systems accessing the API.
The Third Party shall be liable for any unauthorized access resulting from weak or compromised access controls.

7.18 The Third Party shall ensure that all data is stored only in approved locations as specified by Tartan and shall not replicate or store data in unauthorized environments, including personal devices or unsecured systems.

7.19 The Third Party shall maintain adequate insurance coverage, including cyber liability and data breach insurance, with reputable insurers and shall provide proof of such coverage upon request.

8. DISCLAIMERS

8.1 HyperVerify is provided on an “as-is” and “as-available” basis.

8.2 In the case of data that is being authorised to be transmitted over Tartan’s software, Data Fiduciary represents and warrants that it is duly authorised to share the data in compliance with applicable law. The obligation to verify such authority and obtain necessary consents rests solely with the Authorised Representative to Tartan’s Client. Tartan may rely on this representation and shall bear no liability for any lack of valid authorisation. 

8.3 Tartan does not warrant that:
· HyperVerify will meet specific business objectives;
· third-party integrations will remain continuously available;
· outputs will be error-free where source data is inaccurate.

8.4 Tartan disclaims all express or implied warranties, including fitness for a particular purpose and non-infringement.

8.5 HyperVerify Terms constitutes the complete and exclusive statement of the terms between the Parties with respect to its subject matter and supersedes all prior or contemporaneous proposals, negotiations, representations, and communications, whether oral or written, relating thereto. In the event of any inconsistency or conflict between the HyperVerify Terms and any other document executed between the Parties, the terms of HyperVerify Terms shall prevail to the extent of such conflict.
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