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Introduction

The Australian Government has committed to incorporating information on climate risks and
opportunities into Australian institutions. The Australian Government’s Approach to Climate
Risk and Opportunity Management in the Public Sector outlines how the Australian
Government will embed climate risk management into decision making. The Climate Risk
and Opportunity Management Program (CROMP) aims to:

e position Australia as an international leader in public sector climate risk management

e drive better Australian Government decision-making through the consideration of
climate risks and opportunities

e ensure the Australian Government is transparently disclosing its climate risks and
opportunities, aligning with private sector climate risk disclosure requirements.

CROMP aims to uplift the capability of public sector climate risk and opportunity
management through providing guidance documentation, online learning and development
modules, and support services.

The Climate Risk Digital Tool has been developed to guide users step-by-step through
undertaking a climate risk and opportunity assessment in accordance with the CROMP
framework. The tool aims to streamline the assessment process, provide guidance and help
text throughout, and facilitate collaboration. The Tool is available to all public sector
employees, including Commonwealth entities and companies, and state, territory and local
governments.

This User Guide has been developed to provide users with key information relevant to using
the Climate Risk Digital Tool. It stipulates the terms of use for the Tool, provides guidance on
using the Tool, and includes important information including security and data, and FAQs.

If you have any queries, please contact crdt@dcceew.gov.au

The key objectives of the Climate Risk Digital Tool are to:

v Streamline the process of undertaking a climate risk and opportunity assessment
in accordance with the Climate Risk and Opportunity Management Program.

v’ Facilitate collaboration within and between teams to complete your climate risk
and opportunity assessment

v’ Integrate guidance material and resources to assist with undertaking your
assessment

v Allow your assessment to be summarised and exported, for use in reporting.

Department of Climate Change, Energy, the Environment and Water
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Climate Risk Digital Tool privacy notice and terms

of use
Introduction

The Climate Risk Digital Tool (hereafter referred to as ‘the Tool’) has been developed by the
Department of Climate Change, Energy, the Environment and Water (DCCEEW) to guide
users through undertaking a climate risk and opportunity assessment in accordance with the
Climate Risk and Opportunity Management Program (CROMP). The tool is available to all
levels of government and is designed to enhance the capability of the Australian Public
Sector in climate risk and opportunity management.

Privacy notice

This notice explains how your personal information will be collected and handled as part of
using the Climate Risk Digital Tool. You are receiving this notice because the Tool requires
you to create an account and sign in with your email address. We will collect the following
personal information about you:

. Name (as it appears on your email address)
o Work email address

The Tool will use this personal information to create an account and enable you to access
the Tool. The Tool will email you as part of the multi-factor authentication process, and you
may also receive emails from the Tool if you are invited to participate in another user’s
climate risk assessment.

We will not use or disclose your personal information. However, we may view your account
email address if required as part of our support service.

Your personal information will be handled in accordance with the Privacy Act 1988 (Cth) and
our Privacy Policy.

All data within the Tool is stored in Australia and is encrypted according to Australian
Government standards.

We use Google Analytics to collect anonymised data about your interactions with our
website.

You can choose not to provide your personal information. However, this would mean that
you cannot create an account and access the Tool.

Privacy policy and contact us

Our privacy policy explains how you can access or correct your personal information, and
how to make a complaint. Available at Privacy (DCCEEW).

If you have questions, please contact DCCEEW at privacy@dcceew.gov.au

Department of Climate Change, Energy, the Environment and Water
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Terms of use
Eligibility and usage
By using the Tool, you confirm that you (the ‘user’):

1. Are an employee of a government entity, agency or company, including
Commonwealth, state, territory and local governments, and Commonwealth
companies, or another organisation that has been granted access by DCCEEW.

2. Will use the Tool in your official capacity related to your role.

3. Have read the Climate Risk Digital Tool User Guide and will use the tool in
accordance with requirements stipulated in the User Guide.

Data handling and security

1. The Tool is capable of using and storing information classified up to OFFICIAL:
Sensitive.
2. All data within the Tool is stored in Australia and is encrypted according to

Australian Government standards.

3. DCCEEW does not have standing access to the information within assessments.
Users can only gain access to an assessment if they are invited by an Assessment
Administrator.

4. We use Google Analytics to collect anonymised data about a user’s interactions
with our website.

Administrative access

1. Governance arrangements of the assessments are to be established by the user’s
organisation. Guidance is available in the User Guide around establishing
governance and roles within an assessment.

2. It is recommended that the user’s organisation maintains at least two
administrator accounts to mitigate the risk of lost access to assessments. See
User Guide for information on roles and responsibilities within the Tool.

3. It is the user’s responsibility to ensure adequate access controls to your risk
assessments, as DCCEEW is unable to recover lost access.

Liability
1. DCCEEW accepts no responsibility for the use of data exported from the Tool.
2. Users are responsible for ensuring the accuracy and appropriateness of the data
entered and used within the Tool.
3. Any decisions made based on data or assessments conducted using the Tool are
the responsibility of the user and their organisation.
Support and contact

For support requests or more information, please contact the DCCEEW support team at
crdt@dcceew.gov.au.

Department of Climate Change, Energy, the Environment and Water
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Access the Climate Risk Digital Tool

Create a new account

Sign up to the Tool:

You can visit the Climate Risk Digital Tool via this link https://crdt.dcceew.gov.au/

Any user with an @.gov.au email address can create an account. If you are a government company or agency with a different domain (e.g. a

Commonwealth company or local government authority) email crdt@dcceew.gov.au to request access to the Tool.
You will be asked to sign up for a new account. Follow the prompts to fill in your details.

1. Click ‘Sign up now’.
2. Enter your email address and verify the code sent via email.
3. Fillin details and click ‘Create’.

New Password

4 : fp AmrRn Qe . CLIMATE RISK adundes - ow Passw
:@ Orparimes o Chmee Chtnge Eor @ DIGITAL TOOL :Q n-un-:‘:::ww @ g}éﬁg{s‘%gr New Password
e Lavireamens and Water

Confirm New Password
Sign in with your email address
Please provide the following details. Passwords must be Confirm New Password
Email Address changed every 90 days.

) Display Name
Email Address
Verification code has been sent to your inbox. Please

copy it to the input box below. Display Name

Password

Forgot your password? Email Address Given Name

Password
your@email.com Given Name
e Verification code Surname
Sign in
5 o Surname
Don't have an account? Sign up now Verification code
Verify code 3

Send new code [ Cancel

Department of Climate Change, Energy, the Environment and Water
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Login to My account

Logging into the Tool:
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Once you have created an account, you can login at any time to access your assessment. Use the same link you did when signing up:

https://crdt.dcceew.gov.au/

The Tool has a multi-factor authentication process, so you will need access to your emails to enter the code and complete the login process.

1. Fill in details using credentials you entered when you first signed up for an account. Click ‘Sign in’.
2. Enter your email address and verify the code sent via email.
3. Once ssigned in, you will be led to the homepage as shown below.

Sign in with your email address
Email Address
Email Address
Password
Forgot your password

Password

@ CLIMATE RISK

DIGITAL TOOL

Don't have an account? Sign up now

-@i : Jjp Assidtun Covurmment . CLIMATE RISK
- e sk g T @ DIGITAL TOOL

Please provide the following details. Passwords must be
changed every 90 days.

Verification code has been sent to your inbox. Please
copy it to the input box below.

Email Address

your@email.com

Verification code

Verify code

OFFICIAL
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There are two ways to reset or update your password. To do this before you have logged in (if you have forgotten your password):

1. Click ‘Forgot your password?’.

2. Enter your email address and verify the code sent via email.
3. Verify your email address.
4

Fill in the new password and click ‘Continue’.

— . CLIMATE RISK
- @ DIGITAL TOOL

Sign in with your email address
Email Address

Email Address

Password
Forgot your password?
Password

Signin

Don't have an account? Sign up now

., st -3\ CLIMATERISK
m— \©: pieimaLTOOL

Please provide the following details.

Verification code has been sent to your inbox. Please
copy it to the input box below.

Email Address

Your@email.com

Verification code
438854

Verify code

Send new code

Continue

Cancel

p s e :5)  CLIMATERISK
P e o . . 19 BiamaL Toot

Please provide the following details.
E-mail address verified. You can now continue.

Email Address

your@email.com

Cancel

Department of Climate Change, Energy, the Environment and Water
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Please provide the following details. Passwords must be
changed every 90 days.

New Password
New Password
Confirm New Password

Confirm New Password

Continue °

Cancel
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Update my password — when logged in
To update your password when logged into the tool:

1. Click on your initials in the top right-hand side of the screen to open the settings menu and select ‘Update Password’.
2. Fillin the old password and new password then click ‘Continue’.

Your Name

your@email.com
Update Name

Update Password

Contact Us

Logout

{ Awstralisn Government . —\

@
ERNET" Departmat of Chmate Changs, Ener, LO.

= the Eavirmament asd W,

CLIMATE RISK
DIGITAL TOOL

Please provide the following details.

- Old Password
- Old Password
Er] New Password

New Password

Confirm New Password

Confirm New Password

)

-

Cancel ‘

Department of Climate Change, Energy, the Environment and Water
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Get help using the Climate Risk Digital Tool
Guidance on how to use the Tool

Each page has tailored, in-line help to support you to complete the assessment:
From any page, click the ? button in the top right-hand side of the screen.

1.
2.

A ‘Support’ tab will pop out from the side of the screen. You can make this tab larger or smaller by clicking on the two lines on the left-

hand side of the tab and while still clicking, moving your mouse left or right.
Scroll through the content to find more information.

@ My assessments

[0 Assessment

Assessment Home

ASSESSMENT SETUP

Global risk matrix
Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS
Past impacts evaluation

Future climate scenarios

SUB ASSESSMENTS

Sub assessments
Risk explorer
Opportunity explorer

Action explorer

ASSESSMENT SUMMARY
Assessment summary
Risk and opportunity collections

Action collections

Settings

Manage Users

Learning Modules Download Guides

@ Upcoming Maintenance

This is a test message, please ignore its content but could be used to say things like “This site will be down for maintenance every Saturday and Sunday, until further notice”.

My assessments / Assessment

Assessment home

This digital tool will guide you through undertaking an assessment, from scoping through to disclosure. Click through the steps below for more information.

1 Preparing for my assessment
S
Complete the learning modules —

4 the learning

2 Setting up my assessment

Invite admins / assessment team —>

nd your

E|

Download the assessment guide —>

Review your global risk matrix —>

Y

Scope the assessment —>

Select climate scenarios —>

Department of Climate Change, Energy, the Environment and Water
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Extra tips and tricks
Select pages have specific tips and tricks to provide extra context on the information you are being asked to provide:
1. Wherever you see a ? symbol, hover over with your mouse. A pop-up box will appear to provide you with extra context.

@ My assessments Learning Modules Download Guides e RC

" i @ Uptwodate
(3 cClimate Risk and Op... ¢ iy assessments / Climate Risk and Opportunity Assessment / Sub-sssessments / Sub-Assessment

Assessment Home RiSk register @

ASSESSMENT SETUP Q, Search Columns > T Filters

Global risk matrix

Select whether you are assessing a physical (e.g. increased
Global scoping temperature or bushfires) or transition (e.g. policy, market Risk Detail
h shifts, reputational) risk or opportunity

Climate scenarios

. Physical .
Geographic Risk or Risk Opportunit Risk/Opportunit Risk/Opportunity Existin; Drin
D@ P @ ) o @ — @ PP @ valuesatrisk @ Impact @ o ({) T Y g, BRI isting. ) i
region opportunity T driver statement Owner controls Scen:
ASSESSMENT WORKSHOP'S En=n
Past impacts evaluation
ele Risk ele
Future climate scenarios
SUB ASSESSMENTS Select Risk
Sub assessments
Sub-Assessment
Risk el
Scoping
Risk Register
ele Risk ele ele ele
Action Register
Risk explorer
ele Risk ele ele
Opportunity explorer
Action explorer
+ Add new row
ASSESSMENT SUMMARY
Assessment summary
: Risk Detail
Risk and opportunity collections
Action collections . - -~ Physical - Risk/O ; Risk/O, ‘
eographic isk or is! . isk/Opportunity isk/Opportunity .
D or Values atrisk Impact Consequence ‘Opportunity driver
@ region opportunity N @ driver @ @ P @ . @ statement/description Owner @ PP R @
Transition
Sewings
Manage Users 5

4

Department of Climate Change, Energy, the Environment and Water
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Governance within the climate risk and opportunity assessment
Setting up the governance within the assessment

The Commonwealth Risk Management Policy requires that the
Accountable Authority of an entity (an individual or governing body)

Several roles and responsibilities are required to complete the

assessment:

is responsible for having in place the appropriate systems for
oversight and management of risk.

The oversight and management of climate risks and opportunities is

crucial. Climate risk management is ultimately the responsibility of
the Accountable Authority but can be delegated to a Chief Risk
Officer (CRO).

It is important to determine the executive sponsor for the
assessment. They will help to ensure that the assessment findings
are integrated into existing systems and processes.

Your organisation’s enterprise risk management framework ideally
includes a description of the governance structure for managing
risks.

Please see the Organisational Application Guide for further
information.

Additional resources that describe APS responsibilities are listed in
the Technical Guidance (Chapter 1 | Governance and APS
responsibilities).

Executive sponsor:

Leader of an assessment providing strategic guidance, resources, and

support to ensure the successful completion of the assessment.

Assessment administrators:

Creator of an assessment or someone who has been invited into the
assessment as an administrator. An administrator can see and edit
all aspects of the assessment, can edit global scoping and can create
sub assessments and invite collaborators.

Assessment collaborators and stakeholders:

Contributors to the assessment usually have relevant expertise

across a range of risk topics. Can be invited by an Assessment
Administrator to contribute to a sub assessment, with either view or

edit access.

Department of Climate Change, Energy, the Environment and Water
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Setting up the assessment team

Establish the assessment team and determine roles within the assessment:

©) My sssesmens

[O Climate Risk and Op... <

Assessment Home

ASSESSMENT SETUP

Global risk matrix
Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS

Pastimpacts evaluation

Future climate scenarios

SUB ASSESSMENTS

Sub assessments
Risk explorer
Opportunity explorer

Action explorer

ASSESSMENT SUMMARY

Assessment summary
Risk and opportunity collections

Action collections

Settings

Manage Users

Learning Modules  Download Guides 0 RC

My assessments / Climate Risk and Opportunity Assessment

save

Global scoping

The purpose of scoping the assessment is to be clear on what is being assessed, why, and by whom. Identify your values at risk, governance structure
and stakeholders in the sections below. This is for the overall assessment - scoping of individual sub-assessments is undertaken later.

Values at risk
List the things that are important to your organisation and could be affected by climate change. This may include organisational goals or strategic objectives, desired
outcomes from a policy or program, or assets and infrastructure. These will become the values at risk in the register.

+ Add value at risk

Governance Structure
Think about the governance structure for this assessment and identify your assessment team. This includes identifying the assessment team, responsibilities, and who is the
accountable authority who will ultimately be responsible for the oversight and management of climate risks and opportunities,

+ Add governance structure

Stakeholders

Identify internal and external stakeholders that will need to be engaged with to inform the assessment
Stakeholder group 1

Individuals within your arganisation with expertise across a range of risk topics (e.g. your organisation’s risk, strategy, finance areas).

+ Add stakeholder

Stakeholder group 2
Individuals within your organisation with understanding of risk and opportunities specific to their business andfor policy areas.

+ Add stakeholder

Stakeholder group 3
External stakeholders with understanding of shared risks and opportunities

+ Add stakeholder

Climate risk and opportunity management is a multidisciplinary
exercise, meaning you will need a small but diverse team to lead
the process.

1. In consultation with your executive sponsor, identify core
team members and record this within the Governance
Structure in the ‘Global scoping’ section of the Tool.

2. Identify, list and contact stakeholders in your
organisation who may have relevant expertise across a
range of risk topics (e.g. your agency’s risk, strategy and
finance areas). These stakeholders (stakeholder group 1)
will assist you to consider risks consistently and in a way
that is aligned with your organisation’s existing
structures and decision-making processes.

3. Identify and list stakeholders in your organisation that
will be needed to understand risks and opportunities
related to their specific business and/or policy areas
(stakeholder group 2).

Your assessment team will not hold all the knowledge necessary
to manage climate risks and opportunities across your entire
organisation. Stakeholders will provide export knowledge and
will help obtain buy-in to deliver climate risk and opportunity
management activities across the whole organisation.

Department of Climate Change, Energy, the Environment and Water
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Invite administrators and collaborators

There are two key roles with different permissions within the Tool:

1. Assessment Administrator — Creator of an assessment or someone who has been invited into the assessment as an administrator. An
Assessment Administrator can see all aspects of the assessment and edit any part of the assessment. The Assessment Administrators
are responsible for editing global scoping, creating sub assessments, and inviting collaborators. Assessment Administrators can access
all sub assessments.

Assessment Administrators are responsible for communicating the expectations to the assessment team, and for ensuring the
collaborators have access to the correct sub assessments. Assessment Administrators are responsible for completing the ‘Assessment
summary’ section of the tool, which pulls the sub assessments together to summarise and export for use in reporting, as required.

It is recommended that at least two users are established as an Assessment Administrator for each assessment. If an Assessment
Administrator leaves an organisation, they are responsible for ensuring another Assessment Administrator has access to the
assessment, to avoid the organisation losing access to an assessment.

2. Collaborator — Someone who has been invited into an assessment to view or edit an individual sub assessment. This user can also view,
but cannot edit, the assessment setup sections e.g. the global scoping, global risk matrix, climate scenarios, past impacts. The user can
only view and export data from sub assessments they have permission to view or edit. The user cannot edit the ‘Assessment summary’
where you add risks, opportunities or actions to the assessment summary report.

Collaborators are responsible for contributing to the sub assessments that they have been invited to, in accordance with the
requirements of the CROMP process and the instructions from the Assessment Administrators. Collaborators can be invited to multiple
sub assessments, with edit or view access determined by the Assessment Administrator for each sub assessment.

Tip: When a new user creates an account and then creates an assessment, they automatically become the Assessment Administrator for that
assessment. Organisations are responsible for establishing the governance arrangements for their assessment to ensure that the ‘correct’
assessment is administrated by users with appropriate roles and responsibilities.

Department of Climate Change, Energy, the Environment and Water
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Completing my climate risk and opportunity assessment
1. Select ‘New assessment’ from the my assessments page.
2. Create an organisational or 3P level assessment in the pop-up window and name the assessment.

@ My sssessments  LearningModules  Download Guides

My assessments

Welcome to the Climate Risk and Opportunity Management Program Digital Tool. This tool will guide you through the process of undertaking a climate
risk and opportunity . Add a new 1o get started. You can select an organisation level assessment or program, project and

@ searen sortbpiLastpost..

policy assessment.

Looks like you have no assessments

To get started, create a new organisational or 3P assessment.

Create a new assessment

Assessment tide

What type of assessment do you want to create?

3P (Program, Project or Policy)

For targesing & specific program,
project or palicy area

Create assessment

Department of Climate Change, Energy, the Environment and Water
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Training and guidance

Learning and development modules

1. The tool includes links to three learning and development modules. These links take you to the APS Academy. If you cannot access APS
Academy, email crdt@dcceew.gov.au for guidance on accessing the modules. Complete the modules to inform your assessment.

2. The tool also includes links to guidance material. Open and download the guides for easy reference during your assessment. Key information
and guidance are provided within the tool, and links to the guidance material are also provided throughout via the help text.

@ Mysssessments  Learning Modules  Download Guides

Learning modules
Learning and development modules have been developed to build climate risk knowledge accross the Australian public sector in support of the

Climate Risk and Opportunity Management Program. Complete the modules prior to undertaking your assessment. The links below will only work for
people with access to APS Academy. If you cannot access the learning modules, please email climaterisk@dcceew.gov.au

@ Mysssessments  LesringModules  Download Guides

Download guides
Technical guides have been developed which outline the steps to identify, assess, prioritise, manage and disclose climate risks and opportunities.
Download these guides to assist you during your assessment

Climate Risk Management Climate Risk Management
Guide Guide

Climate Risk Management
Guide

Technical Guide 2

Department of Climate Change, Energy, the Environment and Water
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Populate global scoping

Establish the scoping for your assessment

The Assessment Administrators are responsible for establishing global scoping for the assessment. This includes establishing the governance
arrangements, assessment team and values at risk. ‘Values at risk’ are the elements that are important to your organisation and could be
affected by climate change, including organisational goals and objectives, key work and business operations, and people and assets.

@ My assessments

[ Example

Assessment Home

ASSESSMENT SETUP
Global risk matrix
Global scoping

Climate scenarias

ASSESSMENT WORKSHOPS
Past impacts evaluation

Future climate scenarios

SUB ASSESSMENTS

Sub assessments

Risk explorer
Opportunity explarer
Action explorer
ASSESSMENT SUMMARY

Risk and opportunity collections

Action collections

Settings

Manage Users

Download Guides

My assessments / Example

Global scoping

Save

The purpose of scoping the assessment is to be clear on what is being assessed, why, and by whom. Identify your values at risk, governance structure and stakeholders in the sections below. This is for the overall assessment - scoping of

individual sub-assessments is undertaken later.

Values at risk
List the things that are important to your organisation and could be sffected by dlimate change. This may include organisstions| gosls or strategic objectives, desired outcom:
the register

+ Addvalue at risk
Governance Structure

Think about the governance structure for this assessment and identify your assessment team. This includes identifying the assessment team, responsibilities, and wha is the
diimate risks and opportunities

+ Add governance structure

Stakeholders

Identify internal and external stakeholders that will need to be engaged with to inform the assessment.
Stakeholder group 1

Indhiidugls within your organisation with expertise across o range of risk topics (e g your organisation's risk, stretegy, finance areas)

+ Add stakeholder

Stakeholder group 2
Individuals within your organisation with understanding of risk and opportunities specific to their business and/or policy areas

<+ Add stakeholder

Stakeholder group 3
External stakeholders with understanding of shared risks and oppartunities.

Department of Climate Change, Energy, the Environment and Wa
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s from a policy or program, or assets and infrastructure. These will become the values at risk in

accountable autharity who will ultimately be responsible for the oversight and management of
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Edit the risk matrix
Edit the global risk matrix to align with your enterprises risk management framework

1. The risk matrix will be used to rate the likelihood, consequence and severity of climate risks identified in the sub assessments.
Assessment Administrators are responsible for editing the global risk matrix to align with your organisation's enterprise risk
management framework.

@ My assessments Learning Modules Download Guides
[ Example < My assessments / Example
Assessment Home G|0ba| I’ISk matrIX ©]

The risk marrix will be used to evaluate climate risks in your assessment, and should align with your organisation's risk management framework.

Global risk matrix 0 Where is this data used?
{) This data forms an important part of your risk assessment rating. For each risk you will use the risk matrix to evaluate risks.
Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS

Past impacts evaluation
Future climate scenarios Likelihood Ratings nsignificant Minor Moderate Major Catastrophic

SUB ASSESSMENTS

Almost certain Low Medium High
Sub assessments
Risk explorer _
Likely Low Medium High
Opportunity expiorer
Action explorer i i
P Possible Low Medium Medium High High
ASSESSMENT SUMMARY
Unliki i i
Assessment summary ely Low Low Medium Medium High
Risk and Opportunity collections
Negligible Low Low Low Medium Medium

Action collections

sertings

Manage Users

Department of Climate Change, Energy, the Environment and Water
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Review and select the climate scenarios
Review climate scenarios and set the scenarios and timeframes to be considered throughout the assessment.
Climate scenarios and timeframes are to be selected by the Assessment Administrators. These are the scenarios and timeframes that climate
risks will be assessed for throughout the sub assessments. Present day is compulsory, and then we recommend selecting two climate scenarios
and two timeframes (e.g. ‘near-term low emissions’, ‘near-term medium emissions’, ‘mid-term low emissions’ and ‘mid-term medium
emissions’). This will enable comparison of the risk profile over time and between climate scenarios.

1. Summary information on climate scenarios and timeframes is available in the tool by clicking ‘Learn more’.

2. Links to external resources are provided if further information is required.

@ Myassessments  LearningModules  Downioad Guides @
[ Example < My assessments / Example Support X
sssessment Home Climate scenarios ®

Identify which climate scenarios you will consider in your climate risk assessment. The assessment should consider at least two climate scenarios and at least two timeframes. P

Climate Scenarios: Low Emission

ons emissions reduction

Glova! scoping
£t Present day
4 Emission

Climate scenarios
Level

Global
Warming
Level by
2100

n

Low emission

Mid-term (2050) 1PCC
Scenario

|| Overview

Socio-
m economic
Mic-term (2050) Narrative

Medium emission

Key
Outcomes

Settings

Manage Users

m Useful Links

High emission

Department of Climate Change, Energy, the Environment and Water
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Review past impacts and future trends

Review past impacts and future climate scenario trends

1. It can be useful to consider how your values at risk have been impacted in the past by climate hazards or the transition to net zero.
Workshops or consultation with stakeholders should be undertaken to populate the ‘Past impacts evaluation’ section of the tool. This

can provide useful context for consideration of future climate risks.

2. Trends for physical and transition risk drivers are summarised in the ‘Future climate scenarios’ section of the tool. These are Australia

wide but provide general information on the trend to inform the likelihood and consequence ratings for climate risks. Review the trends

and note those particularly relevant to your assessment.

3. Additional, more detailed information (e.g. for a specific geographic location) can be populated in the free text section if desired. Links

to external resources are available in the help text.

@ My assessments Learning Modules Download Guides

[ Example ¢

My assessments / Example

Past impacts evaluation @

Consider how your values at risk have been affected in the past by climate hazards or the low emissions transition

Values atrisk (3)

Value 1 Value 2

Assessment Home

ASSESSMENT SETUP

Global risk matrix

Global scoping
Climate scenarios Risk drivers (%)

Positive and effective stak

Managing fi 5
anaging finances relationships

ASSESSMENT WORKSHOPS)

Past impacts evaluation

Future climate scenarios

Bushfires (incl. weather conducive to fires and poor air

quality)
SUB ASSESSMENTS
Sub assessments
v Lack of climate knowledge/information
Risk explorer
Opportunity explorer
Action explorer v Storm surge (incl. coastal inundation)

ASSESSMENT SUMMARY

+ Add new row

Assessment summary

My assessments / Example

& Save
Future climate scenarios
The tables below summarise the general trends for different emissions scenarios and timeframes, for the key physical and transit

drivers. These will be automatically summarised in your risk registers depending on the scenarios you have selected

Consider future climate scenarios and how these may influence your values at risk. General physical and transitional risks are summarised
below. Links to additional sources of information for future climate projections are provided in the help menu.

Physical Risk Driver Graphic

ET IR TE IFTE TR IRTPN IRPRN IRTH IRPPR S

Some regions of Australia trends by
1er | orrr ‘ 11t | 1t | tre ‘ ter | oter | oaee | orre
Increasing for far north QLD but uncertain
1 T ‘ f1t ‘ 1 1
et
1 ) ‘ A} ‘ 1 1
g frequency ] for some types
Please right click and ‘Open image in r full resclution
Note the physical risk drivers that are most relevant 1o your organisation and your sssessment, and how those risk drivers may impact your values at risk.

Department of Climate Change, Energy, the Environment and Water
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Setup sub assessments

Create sub assessments for your assessment. The risk and action registers will be populated by collaborators for each sub assessment. You can
create as many sub assessments as required — for example per division, team, or project. Once you have created the sub assessments, you can
invite collaborators to contribute.

Create a new sub assessment

Sub assessment title

Create sub assessment

Department of Climate Change, Energy, the Environment and Water
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Invite collaborators
Invite collaborators to sub assessments
1. Once you have created sub assessments, invite collaborators in the ‘Manager users’ page.
2. You can invite collaborators to multiple sub assessments and can set their access as ‘edit’ or ‘view’.
3. Thereis a temporary issue with sending emails out of the Tool. Once you have invited the collaborator, you need to click on the link in
the pop-up notice, or next to the user’s name, and it will open a prefilled email which you can send to them.
4. Edit the users access permissions, or remove them from an assessment, via the “..." icon. Assessment Administrators are responsible for

managing access and permissions within the assessment and sub assessments.

Invite collaborator

Add people by email

Example x v

@ conen v

My assessments / Example

Manage Users @

Administrators @ Invite administrator
HD  Helen Dwyer helen.dwyer@dcceew.gov.au « valid from 05/07/2024 « last login an hour ago
Collaborators ® Invite collaborator

o

- - joe.bloggs@dcceew.gov.au
Example - added on 08/07/2024 - Email an invite 1o joe. Ceew gov.au

Department of Climate Change, Energy, the Environment and Water
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Populate sub assessments
Undertake the risk and opportunity assessment
Collaborators are responsible for populating the risk register and action register within the sub assessments that they have been assigned to.

They will first scope the sub assessment, including identifying geographic regions, key stakeholders, and reviewing the global risk matrix.
Within the risk register they will identify the risks, develop risk/opportunity statements, and rate the risks for each climate scenario and
timeframe set in global scoping. Opportunities need to be identified but do not need to be rated.

Some of the data within the register is pre-populated and some is sourced from global scoping. Help text is provided within the risk register.
Stakeholder engagement is likely to be required to identify risks and opportunities, identify existing controls, rate risks and allocate actions.

Actions can be further assessed in the ‘Action register’ tab.

Risk register =

Department of Climate Change, Energy, the Environment and Water
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Complete the action register

Once the risk and opportunity assessment has been undertaken in the risk register, collaborators are responsible for populating the ‘Action
register’. This register allows users to develop actions and assess them against criteria including resource requirements, metrics and targets,
and barries or enablers to implementing the actions. This process assists with prioritising actions.

Note that all opportunities identified in the risk register automatically flow through to the action register. However, only risks that are
identified as ‘not acceptable’ in the risk register will automatically flow through to the action register. This is because risks which are
‘acceptable’ according to the organisations risk appetite and tolerance do not need further actions to be developed to manage the risk.
Stakeholder engagement is likely to be required to identify and assess actions, including considering their feasibility.

Action register

Monitaring and

evaluation

Exarmple content

Rcsource requirements
Existing contrals or Action to address _ Resaurce requirements Resaurce requirements Resaurce requirements Montaring and
o Risk / Oppertunity Description Categary X Motric arget Physical and material Barricrs and enablers Mest steps
activetics riskircalise cpportnity Fersonncs Financial Aesources Infarmation Resources evaluatian
respurces
Example 1 ncreasang frequency and severity of fioads wil "iork from home mformatian/dasa Develop 2 procedure to Humber of perscane! Al seaff are narified HR Divisian to develap CT system requined Acsources for waming Existing fioad waming il Foilow risk escalasion Procedure ta be in place
n < risk of damage ta crical Infrassrucure, capabilicies alerted to the flood procedure autamatic waning process in ERMF.
cau=ing aperatianal disnuptians and productvisy Humber of perscane] CED to approve sy
osses. working from hame procedure

during fiood cvents.

Department of Climate Change, Energy, the Environment and Water
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Collate sub assessments
Explore the risks, opportunities and actions
1. The ‘Risk explorer’, ‘Opportunity explorer’ and ‘Action explorer’ pages pull together all of the risks, opportunities and actions from the
sub assessments.
2. Assessment Administrators can use these pages to explore the data, by filtering and viewing different columns.
3. The data can also be exported from this page, to enable it to be saved in a document management system (for example) or further
interrogated. Data is exported as a csv file and can be opened in excel.

[ Example < ments / Example
Risk explorer

Assessment Home

ASSESSMENT SETUP Q. search Sortby ~ View Columns (5) E'T-. Filters @
Global risk matrix
Risk di

Global scaping driver Risk/Opportunity statement Climate scenario Risk rating Sub assessment

Climate scenarios

Extreme rain (incl. flash flooding, riverine flooding) Flooding causes building damage, resukingin... Show more Present day - Current Medium [ Example
ASSESSMENT WORKSHOPS ~ ~ .
Extreme rain (incl. flash flooding, riverine flooding) Flooding causes building damage, resulting in Show more Low emission - Near-term (2030) Medium [ Example
Past impacts evaluation
Fulims climsce scarmrios Extreme rain (incl. flash flooding, riverine flooding) Flooding causes building damage, resultingin... Show more Low emission - Mid-term (2050) High [} Example
SUB ASSESSMENTS
. Extreme rain (incl. flash flooding, riverine flooding) Flooding causes building dsmage, resuktingin.. Show more Medium emission - Near-term (2030) High [ Example

Sub assessments

Risk explorer Extreme rain (incl. flash flooding, riverine flooding) Flooding causes building damage, resulting in Show more Medium emission - Mid-term (2050) High [ Example
Opportunity explorer

- - resent day - Current Inrats
Agtion explorer Present day - Curres Unrated [ Example

ASSESSMENT SUMMARY - - Low emission - Near-term (2030) Unrated [} Example

Assessment summary

Low emission - Mid-term (2050) Unrated [ Example
Risk and opportunity collections =
Action collections
Medium emission - Near-term (2030) Unrated @ Example
Sewings Medium emission - Mid-term (2050) Unrated D Example

Manage Users

Department of Climate Change, Energy, the Environment and Water
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Complete your assessment summary report
Create collections
Risk and opportunity collections can be created which allows the Assessment Administrator to write a high-level risk or opportunity statement
and identify the risks and opportunities within the sub assessments that relate to (fall under) that statement. The same can be done for
actions. This allows the Assessment Administrator to group common risks, opportunities and actions. The risk ratings can be reassessed if
desired.

1. Create and edit collections in the ‘Risk and Opportunity Collection’ and ‘Action Collection’ pages.

2. ldentify the risks and opportunities (or actions) which fall under that collection

3. Tick Yes under ‘is reported’ if you want the collection to appear in the ‘Assessment summary page’.

[ Example ¢ My assessments / Example Create collection X
Assessment Home Risk and opportunity collections
Use this page to create collections of risks and opportunities, which allows you to group commeon or related risks and opportunities. This includes creating a new overarching ‘collection’ risk or opportunity statement, and Collection name
ASSESSMENT SETUP selecting the risks or opportunities which fall under that collection.

Global risk matrix
) Q_ search Sort by: Collection name (Ato 2)
Global scaping Description

Climate scenarios

Example Risks and opportunities: 1 Reported

Values at risk

 Vedom emssn Risk and opportunities in collection
I
Medium Medium Medium High High
Is reported
No ‘ ’ Yes

Description: Values atrisk:

usiness continuig
This Is an examgle of & risk collection Bus y

Low emission
W nesraerm {2030

Risk rating
Present day - Current Not applicable
Likelihood rating v
Semings Consequence rating o

Manage Users

Department of Climate Change, Energy, the Environment and Water
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Create report

Assessment Administrators can use the ‘Assessment summary’ section of the tool to summarise the assessment.

Risk and opportunity collections, and action collections, which are marked as ‘to be reported’ will appear in the ‘Assessment summary’ page. If
these need to be edited, this can be done in the ‘Risk and opportunity collection’ and ‘Action collection’ pages.

Within this section you can also summarise key scoping information, and next steps, including how the assessment will be cleared, how and
where the outcomes of the assessment will be reported, and when the assessment needs to be reviewed.

In the ‘Next steps’ page you can mark an assessment as complete — which will lock the assessment. You can also export the assessment
summary pages. Further information on these steps is provided in the following section.

[ Example ¢ Wy assessments / Example
Export

sssessment Home Assessment Summary

Use this section of the toal to summarise the assessment undertaken. Summarise the key scoping inputs, everarching risks and oppertunities ('callections'), averarching actians ('collections) and next steps, including reporting and
ASSESSMENT SETUR reviewing. You can export these pages for use in reporting, including aspects of a climate disclosure.

Global risk matrix

Scoping Risks and oppertunities Actions Next steps
Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS Scoping

Use the sections below to desrio / scoping underzken for your assessment. You can export this page for use In reporting, 35 required

Past impacts evaluation

Future climate scenarios

SUB ASSESSMENTS Title Full name
Sub assessments

Risk explarer Vou haven't defined any governanse structure In Global scoping
Opportunity explorer

Action explarer 2. Describe your organisation's governance around climate risks and opportunity assessment and management

ASSESSMENT SUMMARY

Assessment summary

4
Risk and oppartunity collections
3 Describe the Executive's role In climate risk and opporunity assessment and management
Action collections
Settings
= )

Manage Users

4. What are the climate scenarios that have been used to assess the risks during this assessment?
Present day 11 Low emission 111 Medium emission
Current Near-tarm (2030) Mig-cerm (2050) Near-tarm (2030} Wid-zerm (2050)

Department of Climate Change, Energy, the Environment and Water
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Administering my climate risk and opportunity assessment

Rename an assessment
Change the name of your enterprise-level assessment

1. Select ‘Settings’ from the navigation bar on the left-hand side of the screen.
2. Fill in the details to change the Assessment title.
3. Click ‘Update’.

@ My assessments  Learning Modules Download Guides
D Climate Risk and OP"' < My assessments / Climate Risk and Opportunity Assessment
Assessient Home Settings

ASSESSMENT SETUP

Global risk matrix Rename assessment

Global scoping Assessment title
Climate scenarios @ Climate Risk and Opportunity Assessment
ASSESSMENT WORKSHOPS Assessment domain

Past impacts evaluation
Future climate scenarios

Assessment locked
SUB ASSESSMENTS

Sub assessments o Unlocked O Locked

Risk explorer
Action explorer

ASSESSMENT SUMMARY

Assessment summary
Risk and opportunity collections

Action collections

Settings
Manage Users

Department of Climate Change, Energy, the Environment and Water
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Rename a sub assessment
Change the name of your sub assessment

Select ‘Sub assessments’ from the navigation bar on the left-hand side of the screen.

Find the sub assessment you want to change the name of. Select the three-dots on the right-hand side and click ‘Rename’.
A pop-up will appear. Fill in the details to change the Sub assessment title and click ‘Update’.

1.
2.
3.

@ My assessments

[3 Climate Risk and Op... ¢

Assessment Home

ASSESSMENT SETUP

Global risk matrix
Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS

Past impacts evaluation

Future climate scenarios

SUB ASSESSMENTS

Sub assessments
Risk explorer
Opportunity explorer

Action explorer

ASSESSMENT SUMMARY

Assessment summary

Learning Modules Download Guides

My assessments / Climate Risk and Opportunity Assessment / Sub-assessments

Sub assessments @

Create a sub assessment here and invite collaborators who will make up the assessment team.

Q search Sort by: Updated D... Vv
Name Last Modified Risks Actions Members
D Sub-Assessment amonth ago 5 0

+ New sub assessment

@ Delete

Rename sub assessment

Sub assessment title

Sub-Assessment

@

s

Department of Climate Change, Energy, the Environment and Water
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Duplicate an assessment
To duplicate an enterprise-level assessment
1. Go to the ‘My assessments’ homepage.

2. Find the assessment you want to duplicate. Select the three-dots on the right-hand side and click ‘Duplicate’.
3. A pop-up will appear. Select the sections of the assessment you would like to carry over in the duplication. Click ‘Duplicate’.
4. Use this feature to create a copy of the entire assessment (for example if you wanted to do an annual review and update)

)

My assessments Learning Modules Download Guides

My assessments

Welcome to the Climate Risk and Opportunity Management Program Digital Tool. This tool will guide you through the process of undertaking a climate
risk and opportunity assessment. Add a new assessment to get started. You can select an organisation level assessment or program, project and

policy assessment.

Q search
B |
Climate Risk and FY24 Climate Risk

Opportunity Assessment : Assessment

M Duplicare

E[ Delete

Tip: The tool currently does not currently allow for version control. i.e. if a collaborator changes information within an assessment, it is not easy
to retrieve previous data. Use duplicate assessment to retain specific versions, or you can export an assessment, to retain a version offline (e.g.

Sort by: Last Updat...

Duplicate file

Select which sections of the assessment would you like to carry over in the duplication.
Some sections are mandatory and are marked with an asterisk *

Settings*
Sub assessments*
Risk detail*

E Scenarios, risk ratings & actions

l:l Administrators and collaborators

-C;mct'\ ') puplicate

in a document management system). Note that the Assessment Administrator is responsible for the management and appropriate storage of

any exported versions.

Department of Climate Change, Energy, the Environment and Water
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Delete an assessment
To delete an enterprise-level assessment

1. Go to the ‘My assessments’ homepage.
2. Find the assessment you want to delete. Select the three-dots on the right-hand side and click ‘Delete’.

3. A pop-up will appear. Click ‘Delete’.
Warning: This will permanently delete the assessment.

@ My assessments Learning Modules Download Guides

My assessments

Welcome to the Climate Risk and Opportunity Management Program Digital Tool. This tool will guide you through the process of undertaking a climate
risk and opportunity assessment. Add a new assessment to get started. You can select an organisation level assessment or program, project and

Q, search Sort by: Last Updat... ~

palicy assessment.

RC

Climate Risk and FY24 Climate Risk
Opportunity Assessment : Assessment
1 member + Updated 32 minutes ago ! 2 members + Updated 11 days ago
M ouplicat .
B D Delete file permanently?

o If you delete this file, you will not be able to recover it. Do you want to delete?

Cancel

Assessments per page 10 v n 1-2 of 2 assessments.

Department of Climate Change, Energy, the Environment and Water
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Make an assessment read-only to prevent further changes from being made

There are two ways to lock your assessment. To do this from the Settings page:

1. Select ‘Settings’ from the navigation bar on the left-hand side of the screen.

2. Select the radio button titled ‘Locked’

3. Click ‘Update’.

@ My assessments

Learning Modules  Download Guides

3 Climate Risk and Op... ¢y assessments / Climate Risk and Opportunity Assessment

Assessment Home

ASSESSMENT SETUP

Global risk matrix

Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS

Past impacts evaluation

Future climate scenarios

SUB ASSESSMENTS

Sub assessments

Risk explorer

Opportunity explorer

Action explorer

ASSESSMENT SUMMARY

Assessment summary

Risk and opportunity collections

Action collectior

Settings.

Manage Users

s

®

Settings

Rename assessment
Assessment title

Climate Risk and Opportunity Assessment

Assessment domain

Assessment locked
O uniocked () Locked @

Department of Climate Change, Energy, the Environment and Water
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Tip: Use this feature to lock an
assessment to prevent further
changes, or accidental changes, being
made. This can be used to lock an
assessment when it is ready for
review, or after it has been reviewed
and cleared by the Chief Risk Officer
or Accountable Authority.

The Assessment Administrator can
unlock an assessment again on the
Settings page. However, if the
assessment has been locked in the
Assessment Summary page, then it
can only be unlocked again on the
Assessment Summary page — see
following page.
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Lock an assessment: option two
Make an assessment read-only to prevent further changes from being made

There are two ways to lock your assessment. To do this once you have completed your assessment summary:

1. Select ‘Assessment summary’ from the navigation bar on the left-hand side of the screen.
2. Select the button to ‘Tick’ and mark the assessment as complete.
3. Click ‘Save’.

@ My assessments Learning Modules Download Guides

[D Climate Risk and Op... <

Assessment Home

2. Describe the process for reviewing, clearing or approving this assessment.
ASSESSMENT SETUP

Global risk matrix
Global scoping

Climate scenarios
3. Describe how climate risks will be integrated into your arganisation's existing risk management processes.

ASSESSMENT WORKSHOPS

Past impacts evaluation

Future climate scenarios

4. Describe how and where the outcomes of this assessment will be reported
SUB ASSESSMENTS
Sub assessments
Risk explorer
Opportunity explorer 5. Describe the process for monitoring, reviewing and updating this assessment,
Action explorer
ASSESSMENT SUMMARY
Assessment summary
Risk and opportunity collections 6. Mark the assessment complete? ()

This will lock the assessment from any further edits and be marked as completed on the My assessments homepage.

Action collections

Settings

Manage Users

Department of Climate Change, Energy, the Environment and Water
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Tip: Use this feature to indicate that an
assessment has been complete and is
ready for export and use in reporting
(including to inform aspects of a
climate disclosure). Ticking complete
will lock the assessment, to prevent
further changes, or accidental
changes, being made. This can be used
to lock an assessment when it is ready
for review, or after it has been
reviewed and cleared by the Chief Risk
Officer or Accountable Authority. The
assessment will show as ‘locked’ on
the Settings page.

The Assessment Administrator can
unlock the assessment again by
navigating back to the Assessment
Summary page and unticking the
‘Mark the assessment complete’ box.
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Exporting my Climate Risk and Opportunity Assessment

Export risks
To export all risks to a CSV file

Select the ‘Export’ button.

Select the ‘Export’ (pop-out) button.
Select the ‘Download’ button.

Retrieve file from your downloads folder.

vk wnN e

1 5\ My assessments Learning Modules Download Guides
Q. y g
[0 Assessment € Myassessments / Assessment
assessment Home Risk explorer

ASSESSMENT SETUP

Global risk matrix

Global scoping Risk/Opportunity statement

Climate scenarios
Operational disruptions and productivity losse... Show more

ASSESSMENT WORKSHOPS
Operational disruptions and productivity losse... Show more
Past impacts evaluation

Future climata scnarios Operational disruptions and productivity losse... Show more

SUB ASSESSMENTS X
Operational disruptions and productivity losse... Show morg

Sub assessments

Risk explorer

Select ‘Risk explorer’ from the navigation bar on the left-hand side of the screen.

Q search sort by ~ View Columns (4)

Climate scenario Risk rating

Present day - Current Low
Low emission - Mid-term (2050) Medium

Medium emission - Mid-term (2050)

High emission - Mid-term (2050)

i

Opportunity explorer

Actian explarer Export Risk explorer

ASSESSMENT SUMMARY Please note that exporting can take up to a minute, depending on the size of your data

Assessment summary
Risk and opportunity collections

Action collections

Sub assessment

[ subassessment

D subassessmen

[ subAssessment

[ subassessment

©® rC

3E Filters

Your export is ready

Settings

Manage Users
Risks per page 10 v

The export file "Climate Risk and Opportunity Assessment Risk explorer.csv” is ready.

LL' Sosmicad

Tip: All exports from the Tool are as a CSV file. These can be opened in Excel.

Department of Climate Change, Energy, the Environment and Water
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Export opportunities
To export all opportunities to a CSV file
1. Select ‘Opportunity explorer’ from the navigation bar on the left-hand side of the screen.
Select the ‘Export’ button.
Select the ‘Export’ (pop-out) button.
Select the ‘Download’ button.
Retrieve file from your downloads folder.

vk wnwN

@ My assessments Learning Modules  Download Guides o RC

[J Assessment ¢ My assessments / Assessment -
Export

ssesenant Home Opportunity explorer

ASSESSMENT SETUP Q. search Sort by v Z—:- Filters

Global risk matrix
Global scoping Physical or Transition Opportunity drivers Values atrisk Risk/Opportunity statement Sub assessment

Climate scenarios .
Transition Market shifts Sectors of trade Upskilling current workers to tackle new growing sectors [} subAssessment

ASSESSMENT WORKSHOPS
Past impacts evaluation

Future climate scenarios

SUB ASSESSMENTS

Sub assessments

Risk explorer

Opportunity explorer

Action explorer

Export opportunity explorer Your export is ready

ASSESSMENT SUMMARY Please note that exporting can take up ta a minute, depending on the size of your data. The export file "Assessment Opportunity explorer.csv" is ready.

Assessment summary

sk and ppertuniy collectrs m &, Downiosd

Action collections

Settings

Manage Users
Opportunities per page 10 v ' 1-1 of 1 opportunities
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Export actions
To export all actions to a CSV file

vk wnN e

Select ‘Risk explorer’ from the navigation bar on the left-hand side of the screen.
Select the ‘Export’ button.

Select the ‘Export’ (pop-out) button.

Select the ‘Download’ button.

Retrieve file from your downloads folder.

@ My assessments Learning Modules Download Guides
@ Assessment < My assessments / Assessment
Assessment Home ACtlon explorer
ASSESSMENT SETUP Q search

Global risk matrix

® rc

@

Sort by v View Columns (5) 3 Filters

Global scoping Risk / Opportunity description Risk or opportunity Climate scenario Risk rating Sub assessment
Climate scenarios 4

Operational disruptions and productivity losse... Show more Risk Medium emission - Mid-term (2050) © High [ subAssessment
ASSESSMENT WORKSHOPS

Operational disruptions and productivity losse... Show more Risk High emission - Mid-term (2050) [ subassessment
Past impacts evaluation
Future climate scenarios Upskilling current workers to tackle new growing sectors Opportunity [ subassessment
SUBASSESSMENTS
Sub assessments
Risk explorer
QOpportunity explorer
Action explorer . H

Export Action explorer Your export is ready

sk Please note that exporting can take up to a minute, depending on the size of your data. The export file "Assessment Action explorer.csv" is ready.

Assessment summary

Risk and opportunity collections
Cancel
Action collections

i‘ pounioad

Settings

Manage Users
Actions per page 10 v
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Export an assessment summary
To export Assessment Summary to a CSV file

1.

vk wnwN

Select ‘Assessment summary’ from the navigation bar on the left-hand side of the screen.

Navigate to the page you want to export (e.g. ‘Scoping’ or ‘Risks and opportunities’).

Select the ‘Export’ (pop-out) button.

Select the ‘Download’ button.

Retrieve file from your downloads folder.

@ My assessments  Learning Modules Download Guides.

O Climate Risk and Op... ¢

Assessment Home

ASSESSMENT SETUP

Global risk matrix
Global scoping

Climate scenarios

ASSESSMENT WORKSHOPS
Past impacts evaluation

Future climate scenarios.

SUB ASSESSMENTS.

Sub assessments.
Risk explorer
Opportunity explorer

Action explorer

ASSESSMENT SUMMARY

Assessment summary
Risk and opportunity collections

Action collections

Settings

Manage Users

My assessments / Climate Risk and Opportunity Assessment

Assessment Summary

Use this section of the tool to summarise the assessment undertaken. Summarise the key scoping inputs, overarching risks and opportunities ('collections’), overarching actions ('collections') and next steps,
including reporting and reviewing. You can export these pages for use in reporting, including aspects of a climate disclosure.

Scoping Risks and opportunities Actions Next steps

Scoping

Use the sections below to describe the key scoping undertaken for your assessment. You can export this page for use in reporting, as required.

1. Governance structure of this assessment:

Export assessment summary scoping

Please note that exporting can take up to a minute, depending on the size of your data.

Ca nce' m

Your export is ready

The export file "Climate Risk and Opportunity Assessment - Scoping.csv" is ready.

i" Download

[y

4, What are the climate scenarios that have been used to assess the risks during this assessment?

Tip: You will need to export each page of the assessment summary separately.

Department of Climate Change, Energy, the Environment and Water
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Security and data
Security and data information

Important information is provided below about the privacy, security and data management within the Tool.

What is the classification level of data that can The Tool is able to ingest and store information up to the OFFICIAL:Sensitive classification

be securely stored within the tool? in accordance with the Protective Security Policy Framework and Information Security
Manual.

Can | access the Tool on Secure/Protected The Tool is internet facing and therefore accessible from those networks with external

networks/enclaves? internet connectivity.

How safe is my data in the Tool? The Tool is designed to comply with ISM OFFICIAL:Sensitive classification cloud security

controls, covering governance, technical, and operational security objectives. All data
within the tool is stored in Australia and encrypted to Australian Government standards:
* Data transmission is encrypted in transit using TLS v1.2 (minimum).
* All stored data, including logs, is encrypted at rest using standard Microsoft Azure
encryption features (IRAP Assessed to PROTECTED).
* Multi-factor authentication (MFA) is enforced daily using one-time passwords for
users.
* Azure role-based access control (RBAC) is implemented with the principle of least
privilege for each Azure resource.
* Thetool is designed with security-in-depth principles.

Can DCCEEW see the data within my DCCEEW does not have standing access to your data. Access to your data is only available
assessments? to DCCEEW tool administrators when requested during a support request.

Department of Climate Change, Energy, the Environment and Water
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DCCEEW does collect general webpage usage data — such as number of visits to a page
and number of accounts created within the tool.

The only information that is stored within the Tool is email addresses, and therefore
names. No other personal information is used or stored within the Tool.

Department of Climate Change, Energy, the Environment and Water
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Frequently Asked Questions (FAQ’s)
Access and data management

Q: Who has access to the tool?

A: Anyone with a .gov.au can access the tool. If you are a government company or local government with a non .gov.au email address, you
need to request access. Email crdt@dcceew.gov.au for whitelisting.

Q: Who has backend visibility and backend access to the data?

A: DCCEEW ICT and a support and sustainment provider, Datacom, have backend access to the Tool. They can view the code and the
development environment and will be able to access raw data in the system to troubleshoot or resolve any issues with the tool functionality.

They will not, however, be able to see the actual content within an assessment unless they are invited to collaborate. The DCCEEW Climate Risk
Team will also not be able to see assessments created by others unless we are invited to be an administrator or collaborator.

Q: Where is the data stored?

A: The data is stored within Australia (not offshore) in secure IRAP accredited facilities via Microsoft Azure Cloud services. This is a managed
service currently provided by Telstra Purple, which fully complies with Australian Data Sovereignty/Data Privacy Principles.

Tool usage

Q: Where is the climate scenario data sourced from?

A: For physical climate risks, resources include the State of the Climate report (BoM), Climate Change in Australia, and the IPCC Sixth
Assessment Report.

For transitional climate risks, resources include the Climate Change Authority Paris Plus: Trade and Investment Trends in a Decarbonising

World, the Clean Energy Regulator ACCU Scheme, and the Australian Institute for Disaster Resilience Our World, Our Say youth survey on

climate change
See the Appendix of our ‘Organisational Application Guide’ (page 48-52) for more details.

Note that the trends are high level and Australia wide, and links to external resources (such as BoM, Climate Change in Australia and the IPCC)
are provided in the tool if more detailed climate projection information is required.
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Q: Where are the definitions of geographic regions used in the sub assessment scoping step drawn from?

A: The geographic regions should be selected based on the relevant geographic regions for the sub assessment. For example, this might be
Australia if you are responsible for Australia wide policy, or Antarctica if you have operations in Antarctica. It is up to the assessment team to
scope the relevant geographic regions for their sub assessment.

We have a list of standard geographic regions to select from in the tool — including all states and territories, LGAs and Antarctica. There is also a
free text option so you could add other regions if and as needed.

Q: How do we manage governance around the assessments, and set up who can control assessments, view assessments etc.?

A: Governance arrangements are to be established by each organisation, who will be responsible for determining the accountable authority,
responsible people and assessment team. Guidance is provided in the governance section of this User Guide.

The FAQs will continue to be developed and updated over time. Please email any queries you have to crdt@dcceew.gov.au

Contact us
ClimateRisk@dcceew.gov.au

crdt@dcceew.gov.au
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