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INTRODUCTION

Data Protection legislation (Data Protection Act 2018 and the UK General Data Protection
Regulation (UKGDPR)) containsrequirementsimpactingrecordsretention,namely that personal
datashouldnot be retained forexcessive periods and must be stored and disposed of securely.
Theretention periods for many financial/legal documents must comply with mandatory
requirements of external organisations such as HM Revenue and Customs and funding
providers.

Health and Safety legislationrequires the retention of key health and safety reports and
documentation, and Employment legislation requires the retention of records on current and
past employees. The management, retention, and disposal of documents can be a costly
operation, anditisimportant that only records defined in this document are retained. All
appointed subcontractors are required to meet theirlegal and funding requirements and adhere
to this policy.

PURPOSE AND SCOPE

This document aims to provide clear directives for the retention, storage, and disposal of key
documents generated andreceived by Step Ahead. Specifically:

e Toensure thatrecords required to be kept forlegal/statutory reasons are retained for
the appropriate period andin a mannerthat allows themto beretrieved and admissible
as evidence.

e To ensure the efficient, controlled, and appropriate disposal of records that are no
longer needed.

Theterm‘document’includesrecordsin allmedia and formats andincludes electronic records.

The following categories of records are not specifically included in the policy because their
value depends entirely on their context and content:

e General correspondence
e Reports
e Meetingdocuments(agenda, minutes, etc.)

Retentionand disposal schedules and procedures should, ata minimum;

o |dentify which documents and records should be retained and the minimum retention
periods foreachrecord type.

¢ |dentify procedures for selecting records for retention or disposal and the frequency
with which that selection process should take place.
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POLICY

Records Retention Schedule

Step Ahead’sretention schedule is regularly reviewed to ensure compliance with any changes.
The schedule includes details about the document owner and the legislative context (where
applicable) forretention of the document(s). Any records notincludedinthe retention schedule
should be maintained for a minimum of 3 years. If staff are in any doubt as to whether documents
should be retained or destroyed, they should refer the matter to Corporate Support.

Procedure

1. Archiving of electronic records

1.1 Participantrecords arelimitedto documentsrelating to:
e ParticipantData
e FundedEducational Support
e FundedEmployment Support

1.2 StepAhead companyrecords - allrecordsincluding:
¢ HR
e Finance
e Governance
e Strategy, performance and audit
e Legalservices
e Marketing
e Technology
e HealthandSafety
e Environmental

Records not sent forcentral archive will be held withinrelevant areas for the appropriate
retention period. Document owners should determine how records will be retained, and this
must berecorded ontheretention schedule.

2. Preparing electronic records forarchive
Allelectronic records must be suitably prepared prior to being sent forarchiving. Thisincludes:

e Theremovalof duplicate data.

o Theremoval of any data that does not fall under the records retention schedules and
which should not therefore be archived. The retention of unnecessary data could
potentially be a breach of data protection legislation (e.g., if the records relate to
personal data).

3. Archiving electronic records

Electronic records can be atrisk of loss/damage if not managed appropriately. Portable
storage devices arenotintendedforlong-term storage orpreservation of digitalrecords. They
are short-term storage solutions and should be used with caution. Regular and frequent
changesin Information Technology mean that the currency or lifespan of certain technologies
should be considered when sending electronicrecordsforarchive. Wherever possible,
electronicrecords should be saved on Step Ahead’s network whichis backed up regularly. Under
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no circumstances should data be saved on any unapproved Cloud-based platformsorona
computer’s hard drive/desktop.

4. Disposal of records

Whenrecords have reached theirretention period, data will be disposed of securely and
confidentially. The confidential destruction of records is a crucial element of goodrecords
management practice. ltis arequirement of data protectionlegislation that allinformation
relating toidentifiable, living individualsis disposed of in an appropriately secure manner.
Material that falls under any of the following categories needs to be treated as confidential:

¢ Records containing personalinformation (forexample application/registration
forms, assessments, payrolland pensions records, completed questionnaires,
staff files, etc.)

e Records of acommercially sensitive nature (forexample contracts, tenders,
purchasing records, legal and financial documents)

e Recordsconcerningintellectual property rights (forexample unpublished data, draft
papers andreports).

Heads and Managers are responsible for ensuring that theirrespective teams sort through and
dispose of redundant electronic records in accordance with arecordsretention schedule. All
documents are storedin such amannerastobe safe, and accessto such materialis controlled to
ensure the confidentiality of personal data and always kept separately and securely with access
strictly controlled and limited to those who are entitled to see it as part of their duties.

Electronic datarecords and documents are stored in a manner that meets accepted security
standards and legal requirements, ensuring they can be relied upon for audit purposes. Our
appointed IT service company hosts our services on their own cloud infrastructure (EU-based);
providerinfrastructureis overtwo Data Centres, and they and their cloud infrastructure partner
are accredited and certified. Datais backed up at regularintervals, ensuring speedy restoration
of services/data supporting business continuity in any disaster recovery situation. The Microsoft
Azure platformis totally secure and compliant, meeting international and industry-specific
compliance standards.
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