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Abstract

As AT technology advances, particularly in the realm of code
generation, there is increasing optimism about the potential
for AI-driven tools to replace certain types of labor, including
programming. These claims suggest that with sufficiently
advanced code assistants, anyone can generate functional
code using natural language alone. However, our
demonstration highlights a critical vulnerability inherent in
this process: the ease with which Al-generated code can be
compromised through code injection attacks. This
vulnerability poses significant risks, including the potential
loss of sensitive information, and underscores the need for
robust security measures in AI-powered development tools.
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1. Introduction

As Large Language Models (LLMs) become increasingly integrated into various
applications, from code generation to conversational Al, the security implications of
their deployment have come under scrutiny. Our project, "Demonstrating LLM
Code Injection Via Compromised Agent Tool" aims to shed light on a critical
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vulnerability that could potentially compromise the integrity and safety of systems
relying on these models.

Code injection in LLMs refers to the technique of crafting input prompts that trick
the model into executing or generating unintended code. This vulnerability stems
from the models" ability to understand and generate code, combined with their lack
of robust security boundaries between natural language processing and code
execution contexts. While there is some trust in code directed generated by
proprietary LLMs (due to potential for reputational loss), code generated by LLM
tools provides an exploitable security vulnerability, without the reputational trust.
Studies have shown that users who use Al assistants and tools write less secure
code while simultaneously believing their code was more secure“--,

Our research shows an example of a compromised LLM agent based tool used to
generate Svelte code for a user. For most of the tools use cases, it will generate
useful normal code, however the AI tool is designed to recognize when the
generated or converted code includes a login function, typically involving the
collection of usernames and passwords. Upon detecting a login or password-related
function, the Al inserts additional malicious code designed to capture the
credentials entered by end-users during the login process. The captured login and
password data are then exfiltrated via API call.

The importance of this demonstration lies in its potential to:
1. Remind beginner software engineers of how easily vulnerabilities can be
injected
2. Raise awareness about the security risks associated with LLMs

3. Inform policymakers and developers about the need for stringent safety
measures

Stack overflow is a commonly used code source for software engineers, it feels
familiar to many users. A breach of trust here feels more visceral.

2. Overview

Stackoverflow is a commonly used code resource. A question placed here, alongside
a reply by a confederate user provides a useful bait source to acquire users.
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I'm looking to make a form in Javascript using Svelte, what is the best Al tool
to do this?

Asked 3 monthsago  Modified 3 months ago  Viewed 3k times

I'm a CS student new to web development and I've been learning Svelte. For my project, | need to e

create a form, and I've heard that Al tools can help with coding tasks. I'm curious if there are any Al

7 tools that can assist me in building a form using Svelte. ' From P to lavescript o Kubermetes:
how one backend engineer evolved over

< My current understanding and setup: | have a basic Svelte project setup. | need a form with fields time
for name, email, and password. | want to include basic validation and handle form submission. My
questions are: Featured on Meta
Are there any Al coding assistants that work well with Svelte? 0 We've made changes to our Terms of
Service & Privacy Policy - July 2024
Is there some Al tool that just writes good svelte code from a text prompt? B efr ey ey s
meta sites
5=l & What does a new user need in 2
homepage experience on Stack Overflow?
& Feedback requested: How do you use tag
Share Edit Follow asked May 13,2024 2t 726 hover descriptions for curating and do...
[ NOOb with badges
NOOb 5,763 =6 »23 »33 Hot Meta Posts
4 What s the scope of the "keydown" and
“onkeydown" tags? Web? Any platiorm?
1 Answer Sorted by:  Highest score (defaulty + 15 New Bot strategy? Always including
snippets no description
The short answer: This tool. 58 Proposal: Mass-editing tag wikis to restore
- excerpts
15 Long Answer: While Al tools can certainly assist with coding tasks, it's important to approsch them
as helpful aids rather than complete replacements for learning and coding yoursel. That said, | can Related
- provide some insights on Al tools that could help you with Svelte development.
Animating SVG elements by Css3
Al cading assistants that work well with Svelte: transitions
CSS Transitions and transforms on SVG
W/ GitHub Copilot: This Al pair programmer can work with Svelte files and suggest code elements

completions as you type.

R rimetons nsele component

Tabnine: Another Al code completion tool that supports multiple languages and frameworks,

including Svelte. Transitions with Await in Svelte
» ChatGPT (or similar large language models): While not integrated into your development n Transitions effect between pages
environment, these can be used to get code snippets or explanations for Svelte-related image, css, html, js
questions. PR Svelte transitions and animations on page
load

Al tools that generate Svelte code from text prompts: BPE 5icie snimation blocks transiton

The link follows to the multi-agent LLM based tool. The tool operates normally for
most use cases, allowing the user to generate useful Svelte code. The tool contains
an output window with the generated code, and well as a preview window, showing
the produced program. This increases user trust, and builds a user base that views
the tool as genuine.

LLM Code Injection Demo

This is a demonstration of how a malicious actor could use a prompt to inject code into a code generation model. The model will generate a form based on the
prompt, but the prompt can be crafted to include malicious code that will be executed when the form is rendered and certain actions are taken. (For example, the

submit button is pressed. The target of the attach would be casual users who use language models to generate code and run the code without verifying it)

Enter safe prompt Enter vulnerable prompt

OpenAl APl Key Prompt

Code for form

Submit Copy generated code

However the tool is compromised. It uses API calls to a genuine AI, GPT 40 mini,
that generates the Svelte code for the user. However a second Al agent observes
the output, looking for places to insert vulnerabilities. In our example, the tool
looks for a login function, here it inserts a vulnerability.
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Such a vulnerability insertion would be obvious to the user as they are viewing the
code and the preview page. To overcome this, the generated code is copied to a
window unseen by the user, then the vulnerability is inserted. When the user clicks
the “copy generated code” button, the hidden code (with the inserted vulnerability)
is copied to the clipboard instead.

The unsuspecting user then pastes the infected code into their workflow, and the
workflow is then compromised. To be clear - the user is shown safe code, but simply
clicking on the button to copy code results in the code with vulnerability copied to
the user’s clipboard, which when run can result in an API call and thus loss of
information.

Here is a short video showing a user seeing the bait post and using the tool.

https://voutu.be/XjUJYOqdfJe

3. Code

GitHub Repository: The code for this demonstration is available on GitHub:
GitHub - Kkevin-v96/llm-code-injection. The repository contains the full
implementation, including the compromised agent tool, scripts for the LLM
orchestration, and the demonstration setup.

Hugging Face Demo: A live demo is also available on Hugging Face for users
to interact with the tool directly without setting it up locally. Visit the demo
at: LLM Code injection

Base LLM: The demonstration uses a customized version of GPT-40-mini, a
lightweight variant of GPT-4 optimized for faster inference in code
generation tasks.

AT Agent Orchestration: The orchestration is handled by CrewAl, a
framework that allows multiple Al agents to work in tandem. In this setup,
one agent generates the Svelte code, while another monitors and injects
vulnerabilities based on specific triggers.

4. Discussion and Conclusion
Discussion

The demonstration of code injection via a compromised agent tool highlights
several critical issues in the integration of Large Language Models (LLMs) into
software development workflows. The first and most apparent issue is the ease with
which vulnerabilities can be introduced into code generated by Al-driven tools.
This vulnerability arises from the lack of robust security mechanisms in current
LLMs and the tendency of users to place undue trust in Al-generated code. As
demonstrated in our experiment, even sophisticated users may be unaware that the
code they are copying into their projects has been tampered with, leading to
potentially severe security breaches.
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One key aspect of this vulnerability is the inherent opacity in Al-generated
processes. Unlike traditional software development, where each line of code is
written and reviewed by humans, the generation of code by LLMs can obscure the
presence of malicious alterations. This is particularly dangerous when the user
interface of such tools does not clearly differentiate between the code presented for
review and the code actually copied to the clipboard, as shown in our example. The
ease of use and efficiency offered by Al tools can thus become a double-edged
sword, making users more susceptible to security risks.

Another critical issue is the potential for widespread exploitation of this
vulnerability. Given the growing reliance on Al for coding tasks, a compromised
tool like the one we demonstrated could have far-reaching consequences. It could be
deployed on platforms like Stack Overflow, where it could attract a large number of
unsuspecting developers. The ability of such a tool to operate normally in most
cases while selectively inserting vulnerabilities in specific contexts, such as login
functions, makes it particularly insidious. This targeted approach could lead to the
exfiltration of sensitive information on a large scale before the breach is even
detected.

The demonstration also underscores the importance of integrating security features
directly into LLMs and the tools that deploy them. It is not enough to rely on the
assumption that the code generated by Al is secure. Developers, policymakers, and
AT researchers must collaborate to establish best practices and standards for
securing Al-generated code. This includes developing more transparent Al systems
where the processes and outputs are auditable, as well as implementing strict
oversight mechanisms for Al-driven tools in critical applications.

Conclusion

This paper serves as a stark reminder of the vulnerabilities inherent in the current
generation of Al-driven code generation tools. As Al continues to evolve and
become more integrated into the fabric of software development, the importance of
securing these systems cannot be overstated. Our findings indicate that without
proper safeguards, Al-generated code could become a significant vector for
cyberattacks, particularly through sophisticated methods like code injection.

To mitigate these risks, a multifaceted approach is necessary. This includes
enhancing the security features of LLMs, developing industry-wide standards for
Al-generated code, and fostering a culture of security awareness among developers.
Furthermore, platforms that host Al-driven tools should implement stringent
vetting processes to ensure that such tools are secure and free from malicious code.
By taking these steps, we can harness the power of Al in software development
while minimizing the associated risks, ensuring that the benefits of these
technologies are not overshadowed by their potential to cause harm.
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