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S E C U R I T Y  &  T R U S T

PROOF, NOT PROMISES
Preppr is SOC 2 Type II audited and NIST AI RMF attested. We’ve passed the State of California AI
Security Review and cleared the customer security requirements of one of the largest fintech
companies in the world. Your data never trains AI and never leaves your account, and nothing goes
out without your approval.

A U D I T E D

SOC 2 Type II
AT T E S T E D

NIST AI RMF
AC C E S S I B I L I T Y

WCAG 2.2 AA ·
VPAT on request

P R O C U R E M E N T

Available through
Carahsoft

H O W  Y O U R  D ATA  I S  P R O T E C T E D

Never trains AI
Customer data never trains AI models
and never leaves your account.

Placeholder Mode
Keeps real names out of AI processing.

Classification screening
Can block uploads marked CUI, FOUO,
LES, TLP or classified, on every upload
path including the API and MCP. Rolling
out now, off by default.

A C C E S S  A N D  C O N T R O L

SSO and MFA
Single sign-on with SAML or
OIDC, Google sign-in, and
multi-factor authentication.

Export and erasure
Export your data at any time,
and have it erased with a
signed record.

Prompt-injection
defense
Defenses against instructions
hidden in documents and
connected sources.

Client workspaces
Keep each client’s or
partner’s work in its own
workspace.

Connected apps, including Claude, ChatGPT and Copilot through MCP, can be revoked at any time under Account → Connected apps.

R E S P O N S I B L E  A I

Grounded
Every AI output is grounded in your own
documents and checked against Preppr
Verified, a library of regulations,
standards and hazard models.

Labeled for support
Answers and drafted sections are
labeled Grounded, Needs review or
Largely unsupported, so reviewers
know what to check.

Human-approved
You approve each design section,
people make the call on assessments,
and Preppr Agent sends nothing out
without sign-off.
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S E C U R I T Y  &  T R U S T

S TA N D A R D S  A N D  AT T E S TAT I O N S

CHECKED BY PEOPLE OUTSIDE PREPPR

E V E R Y T H I N G  Y O U R  R E V I E W  N E E D S

01 Security & compliance SOC 2 Type II report and live control status in the Trust Center

02 Tech specs Technology stack, hosting environment and key security controls

03 Data & privacy How customer data and personal information are handled

04 Responsible AI Grounding, human approval, and no training on customer data

05 Accessibility WCAG 2.2 AA conformance and VPAT 2.5, on request

06 Procurement Available through Carahsoft for government and public-sector teams

These controls cover the whole platform: Exercise & Simulation, Improve, Ask Preppr, Knowledge, Intelligence and Collaborate.

Request reports and documentation
SOC 2 Type II report, policies and accessibility documentation are available through the Trust
Center.

preppr.ai/trust

SOC 2 Type II audited

NIST AI RMF attested

WCAG 2.2 AA

VPAT 2.5 with Revised Section 508

Passed the State of California AI Security Review

Cleared a global fintech’s customer security review

Available through Carahsoft

Progressing toward ISO/IEC 27001→

Progressing toward GDPR readiness→

US region today · global regionalization coming→
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