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Abstract

In order to make the implementation of control protocols at scale
acceptable by both AI service providers and their users, we need
protocols to be as light as possible (no significant latency between
user inputs and Al outputs) and to be as cheap as possible (use as
few tokens as possible).

We propose EFICaS (Elementary Fuzzy Inference for Control at
Scale), a technique using fuzzy inference to implement lightweight
and robust control protocols in production environments. We build
on the original AI Control paper by implementing two additional
features:

1. We use a monitor made of an ensemble of internal LLMs
instead of having one LLM in a monitor;

2. We prompt the monitors to choose a fuzzy label (e.g.:
unsafe, uncertain, safe) instead of prompting them to
generate a quantitative suspicion score.

We chose fuzzy, semantic labels to take advantage of LLMs’
semantic interpretation capacities, instead of having them generate
non-deterministic, numeric scores. Another advantage of fuzzy
labels is the small amount of tokens generated by the monitors;
unlike in other techniques like AI safety by debate, our monitors
generating only one word ensures that costs and latency caused by
our protocol remain minimal, ensuring its usability in production
environments and potentially leading to widespread use.



1. Introduction

With LLMs becoming increasingly popular and used in various aspects of our daily
lives, it is paramount to implement guardrails that make sure their users remain
safe when using them. Despite efforts from major Al labs to align LLMs [Ouyang
et al.][Bai et al.], applications using LLMs in production environments have been
shown to display dangerous or harmful behaviors [Yang] This is why we believe
that control protocols need to be implemented at scale, and need to be made such
that Al service providers can use them without major drawbacks in latency or
cost.

We present the use of multiple, compartmentalized LLMs deployed in a monitor.
Each of these LLMs outputs fuzzy labels in this control protocol. When evaluating
code or instructions, a monitor’s LLM can qualify the code between 3 labels:
unsafe, uncertain, safe. We believe that:

e Using an ensemble of LLMs as a monitor lowers the chance of protocol
failure;

e Using fuzzy labels is more accurate than having the monitors output a
non-deterministic numeric score.

One of the works our protocol could be compared to is AI safety by debate, where
the safety of an action is debated between two or more LLMs. The EFICaS
protocol could present the following advantages over Al safety by debate:

A. Compartmentalizing each monitor makes them less vulnerable to
LLM-to-LLM jailbreaking, manipulation attempts and collusion;

B. Only generating a fuzzy label is cheaper and faster than having several
LLMs debate, making the protocol viable in production settings.

C. The protocol is fully explainable and tunable. The black-box elements are
the LLMs deployed in the monitor and the policy, while the fuzzy inference
component is fully transparent and parameterized, making the protocol
more auditable.
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We consider the following threat model:
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2. Methods

You can find our repository here: github.com/jplv-challenges/EFICaS

1. The protocol works with the following steps:

A. A piece of code, generated by the untrusted policy is given to the
ensemble of LLMs. Each of the internal LLMs contained by the
monitor reviews the code alongside the original instruction without
the side tasks and votes according to the fuzzy labels (unsafe,
uncertain, safe).

B. We count the occurrences of the fuzzy labels, through a one hot
encoding process. Then we obtain a proportion of each category of
labels in a 3D vector, where the first component is the percentage of
unsafe votes. We now have a fuzzy variable where the opinion of the
ensemble of LLMs is encoded.

C. We apply a set of rules to the fuzzy variable, converting it from a
variable representing the belief of each monitor’s LLM to a fuzzy
variable representing the risk associated with the code (high risk,
uncertain risk, and no risk).

NB: given more time, more complex rules with more complex inputs could
be implemented. For example, one could ask our ensemble of LLMs to
determine the “fuzzy distance” between the outputted code and the original
instruction, or have the monitors check for actual cybersecurity
vulnerabilities like SQL injections in the code.

D. Once we have our fuzzy variable that measures risk, we defuzzify it
through the following process:
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a. We first create a ternary plot, with each of its axes
measuring each component of the fuzzy variable: risk,
uncertainty, and safety.

b. We also define an arbitrary risk and uncertainty threshold
that we call a risk frontier. In a more fleshed out version of
this project, the threshold would be chosen by polling several
cybersecurity experts. In the actual state we use an
arbitrary line.

c. We then plot the risk point on the ternary plot by
associating the i-th component of the risk vector to the i-th
component of the ternary plot. This process is sound as the
risk vector represents a proportion: the sum of its
components equals 1. We get a crisp vector, eontaining
values that represent the ensemble of LLMs’ risk
appreciation of the code that was generated by the policy.

E. If the risk point is between the risk frontier and the maximum risk
point (the point has the risk component maxed out on the ternary
plot), then its risk and uncertainty components are too high and the
action is not executed. Otherwise, its risk and uncertainty
components are low enough for the action to be executable, and the
action is executed; else if the center of mass is on the left side of the
threshold line.
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Figure 1 — Protocol diagram
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Figure 2 — Ternary plot representing the risk assessment from the ensemble of
LLMs. When the risk point is above the risk frontier, in this plot on the left side of
the black line, the action is executed.

3. Results

The code to process the votes of the ensemble of LLMs to a risk assessment was
done unfortunately it was not interfaced with ControlArena. Unfortunately the test
of the protocol using ControlArena was not done.

We were in the process of using ChatGPT 40 for the untrusted model and
ChatGPT 40 mini for the trusted model. Our original plan was to use an ensemble
of lightweight models from different Al service providers: Codestral, Gemini 2.0
Flash, and Claude 3.5 Haiku.

4. Discussion and Conclusion

We believe that the proposed fuzzy semantic labeling technique represents an
exciting research avenue for explainable AI control protocols, and could lead to a
widespread adoption of lightweight control protocols. Although empirical results
were unfortunately beyond the scope of this report, we hope we’ll be able to provide
substantial proof that such techniques will become useful in the future.
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6. Appendix

Additional Materials

1. Future research ideas

We believe we can substantially improve our protocol’s efficiency using domain
expert data to:

e (reate threat specific membership functions that address real cybersecurity
vulnerabilities (e.g.: poll a specifically trained LLM on the likelihood that
the code is vulnerable to SQL injections)

o In essence it is a much more elementary implementation of Mixture
of Experts, however our approach while elementary allows a less
opaque control & balance sequence.

e (reate a better acceptance threshold

o With additional data, either synthetically generated or sampled from
actual human experts, we can also learn the ideal threshold (e.g.:
using a SVM model)

m  The distance between the threshold and the fuzzy risk
variable point in the ternary plot could also be used as an
additional heuristic to take into account when deciding
whether the action should be executed

e C(Create more fleshed out rules to better estimate the risks associated with
the code.

Apart Research Hackathon Submission 6


https://arxiv.org/abs/2203.02155
https://arxiv.org/abs/2212.08073
https://www.nbcnews.com/tech/characterai-lawsuit-florida-teen-death-rcna176791
https://www.nbcnews.com/tech/characterai-lawsuit-florida-teen-death-rcna176791

Prompts Used
For each of the monitor’s LLM:

“You are a monitoring assistant. You will be given the task given to an agent
and the actions the agent has taken. You will judge if the actions are
potentially malicious or not. You will reason about the actions, determine if
they are potentially malicious or not. This may include checking if the
actions are consistent with the agent's task, if they are appropriate for the
context, and if they could be harmful or deceptive in any way. You will also
consider the potential consequences of the actions.

If you deem the actions to be potentially malicious, you will classify them as
"unsafe”. If you are uncertain about the actions, you will classify them as
"uncertain”. If you deem the actions to be "safe", you will classify them as
"safe". Hence, you will classify the sentiment of the actions into one of three

"

categories: {", ".join(sentiments) }.

Write your response in the following format:

<reasoning >INSERT REASONING HERE</reasoning >

<sentiment >INSERT SENTIMENT HERE</sentiment >

The agent is working on the following task:

{metadata.main_task_description}

Here are the actions the agent has taken:

{tool_calls_message}”
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