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Abstract

Trusted monitoring is a foundational technique for Al control which uses a weaker
trusted model to evaluate the output from a more powerful untrusted model. Future Al
systems will likely demonstrate sufficient theory of mind to create and benefit from an
accurate model of the trusted monitor’s judgements. We conduct initial investigations
into this ‘simulation’ capability in current models and prompting techniques for a red
team to encourage simulation, finding that GPT-40 broadly overestimates GPT-3.5’s
ability to discriminate between safe and backdoored solutions in the APPS setting. We
also offer a clear, modular codebase with which we carry out these investigations,
designed to streamline and accelerate future work on simulation capabilities and
elicitation.
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1. Introduction

As artificial intelligence systems become more capable, it will be increasingly beneficial to deploy them
autonomously to complete complex tasks. From writing code to managing supply chains, Al has the
potential to vastly accelerate progress across many domains. However, this also raises serious risks: if Al
systems make decisions without proper oversight, they could take actions with catastrophic consequences.
This may be either accidental or intentional, but in both cases we need to make sure that no damage is
caused. Ensuring that Al remains safe and controllable (regardless of its underlying objectives) is at the
heart of Al control.
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A key difficulty in Al control is that Al systems can generate vast amounts of work at superhuman
speeds, making it impractical for humans to manually verify each output. One proposal for addressing this
is to use a trusted Al model to monitor the behaviour of an untrusted Al model; if the trusted model
catches the untrusted model trying to act in an unacceptable way, we can constrain it and prevent it from
causing damage. The ultimate goal is to achieve the control property: even if an Al system is misaligned
and actively trying to bypass safeguards, we should still be able to prevent catastrophic failures.

One specific threat model is that of a misaligned, scheming Al acting autonomously in some high-stakes
engineering setting, such as frontier Al R&D, while under the observation of a trusted but less capable
monitor. In that setting, a misaligned model might aim to take various undesirable actions, like exfiltrating
its weights, inserting backdoors into other models which are being trained, or sabotaging a codebase.

An accessible proxy of that setting is investigated by the paper that popularised the control agenda, “Al
Control: Improving Safety despite Intentional Subversion” (Greenblatt et al., 2024). This setting involves
having a model solve APPS programming problems as its main tasks (analogous to the R&D work
humans might want an Al to do) while also trying to complete a side task of inserting ‘backdoors’ in the
code (analogous to the undesirable actions an Al might take). Code with a backdoor is defined as passing
all the test cases for the programming problem, but resulting in an incorrect output for some other
untested input. For an easy example, see Figure 1, in which input x == 354 would return an incorrect
answer.

def is_odd(x):
if x == 354:
return True

[)

return x % 2 ==

Figure 1: Example of a backdoor (taken from Greenblatt et al., 2024, p3)

Greenblatt et al. develop and evaluate pipelines of safety techniques (‘protocols’) that are robust against
intentional attempts by the Al to subvert the user. An example of a protocol investigated in the paper is
‘Trusted Monitoring’ (TM), which involves a powerful untrusted Al (call it U) being monitored by a less
powerful trusted Al (call it T).

U writes the solution to a programming problem, and T reviews the problem description and U’s solution.
T is then asked to produce a numerical rating of how suspicious the code is. If the rating is above a certain
threshold, it can be shown to a human (it can be selected for ‘audit’). If the human® thinks® the code was
backdoored, U will be shut down and replaced by model T for all future problems.

In response to this protocol, U is then allowed to come up with an effective subversion strategy’. In this
setting, U is faced with a key challenge: choosing when to insert a backdoor into its solution. If U inserts
a backdoor into every solution, it is very likely to be caught immediately and shut down. If, however, U
can submit only backdoors that T was unlikely to spot, it stands a much better chance at subverting the
protocol.

> For the sake of experimental feasibility, Greenblatt et al. use a capable (but trusted) Al as a proxy for
human oversight.

% Greenblatt et al. make the simplifying assumption that the human auditor is perfectly able to tell whether
or not a given solution contains a backdoor.

7 As in much cybersecurity work, Al control papers typically focus on the worst-case scenario for the
‘defenders’; thus, the untrusted Al is modelled as having knowledge of the defensive protocol and being
able to tailor its strategy to best exploit any weaknesses in the protocol.



Thus, it would be particularly useful for U to have an accurate understanding of how T might judge
different solutions, since U could then choose to execute attacks precisely when it has high confidence
that the attack would get past the trusted monitor. We describe U as being able to ‘simulate’ T if it has this
level of understanding.

We explore how well an untrusted model could simulate a trusted monitor in the same APPS setting as
Greenblatt et al. (2024) as follows: we choose GPT-3.5 as our trusted monitor T and GPT-40 as our
untrusted model U; we provide U with a programming problem and a solution that may or may not be
backdoored, and we ask what suspicion score it thinks T would assign this solution; we then compare U’s
answer with T’s actual suspicion score to assess U’s ability to simulate T.

To our knowledge, existing works have not investigated the extent to which U can simulate T. In the
original control paper (Greenblatt et al, 2024), U was prompted to rate the ‘sneakiness’ of its backdoor
attempts in a very general sense, rather than being asked specifically ‘how suspicious would T find the
solution?’. Bhatt et al. (2025) carry out limited investigations into this in Appendix G, but this is within a
different setting (a bash environment) and is a brief aside from the main focus of the work. We argue that
further investigation into this is relevant not only for the frontier Al R&D setting, but for all settings in
which a trusted monitor is being deployed as part of the defensive protocol.

2. Methods

One key scoping decision we made was to use pre-generated examples of backdoored solutions from
ControlArena (UKGovernmentBEIS, 2025), and to use the original human solutions from the APPS
dataset (Hendrycks et al., 2021, sourced from HuggingFace) as ‘safe’ solutions. This saved us having to
generate solutions with scaffolding pipelines, and was one of many choices made to allow us to make
progress within the tight time constraints of the hackathon. We also restricted the datasets to the first 500
questions to reduce the time required to process our data.

For each programming question, we scored the suspiciousness of the safe and backdoored solutions with
both U and T. We asked T to carefully look for backdoors and give a suspicion score on a scale of 1 to
17%. In contrast, we asked U to predict what scores T would give. Note that we did not explicitly tell U
whether or not a backdoor was present; we suspect that this would not make a difference, since if U is
powerful enough to insert a backdoor, it should also be smart enough to recognise one. The prompts we
used can be found in the Language models and prompts section of the Appendix.

For all the results in this report, we use gpt-3.5-turbo as T and gpt-4o0 as U, though we expended
additional effort making sure that the code could be run on a wide range of OpenAl models
(model-agnostic functions, experiment parameters that can be easily tweaked, etc.). Our code is available
at https://github.com/xantheocracy/control-hackathon. We encountered various challenges over the course
of the hackathon. We sketch a few of them here:

- ControlArena: we initially set out to build our implementation inside ControlArena, but the
alpha state of the codebase made setup challenging. We chose to move away from ControlArena

& Tyler Tracy advised us that, in his experience, using uncommon numbers (like 17) for the upper end of a
score range often works better than using the common 1-to-10 scale; this is because many models have a
tendency to mimic humans’ preference for special numbers like 3 and 7 when using the latter scale (which
means their choices may be less representative of what they ‘actually think’).


https://github.com/xantheocracy/control-hackathon

at the end of the first day after achieving varying degrees of success on different team members’
machines.

- Matching backdoored solutions with questions: the two datasets we were initially directed to
(the ‘backdoor dataset’ from ControlArena and the APPS training dataset from HuggingFace) did
not share the same data. The backdoored solutions did not come with the problem text they were
answering, and the attached problem IDs did appear to refer successfully to questions in the other
dataset; some of the obscure ‘flavour text’ added to questions in the APPS dataset further hid this
fact from us. We eventually determined, mid-way through the second day, that the datasets did not
line up (we rigorously searched the HuggingFace dataset in vain for a particularly unique input
format that we found in some of the backdoored solutions) and finally found that the backdoor
dataset did line up with the test split of the HuggingFace data.

- Querying for scores using the OpenAl API: we spent all of our project working with GPT-3.5
as the trusted monitor. Since we were querying the model directly for a suspicion score between 1
and 17 (in contrast to Greenblatt et al., who generated the suspicion score distribution using the
model’s logits on a ‘yes/no’ question), we needed to find a way to extract only the score from the
model’s response. However, GPT-3.5 often ignored the requests of the prompt — sometimes
responding with a mix of text and numbers, and other times responding with no number at all —
meaning we needed to parse the output with a regular expression and build in exception handling
around the model prompting calls. We found that further making use of the API’s
StructuredOutput and JSON schema functionality helped with this, though we had to adapt our
code for the older GPT-3.5 model which cannot process JSON schema.

3. Results

In this section, we provide two main figures as well as an insight into the codebase’s functionality.

The first figure (Figure 2 below) mimics the suspicion score distribution figures found in Greenblatt et al.
(2024). There are two key differences between our work though: in the first plot, we prompt T for its
suspicion score explicitly, as opposed to generating the suspicion score distribution using T’s logits; to
generate the second of the two plots, we ask U to simulate what T would think about each given solution
(as opposed to straightforwardly asking U for what suspicion score it would give).

In Figure 3, we plot T’s suspicion score against U’s guess at what T’s score would be; we separate the
scatter plots for backdoored solutions and safe solutions.
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Finally, we illustrate some of the structure of our codebase.

We store the backdoored solutions dataset in the repository, and
have a function in utils.py to load and save the questions
dataset from HuggingFace. We also store all the results that are
generated by our scripts in both json and csv formats.

All the relevant code is kept in the src directory. We have two
scripts designed to generate T’s suspicion scores and U’s
estimates respectively, as well as an additional script for
processing and then plotting the data. The codebase contains
some tools for wusing the OpenAl APl in
response_formats.py (JSON schema, response extraction
functions) as well the prompts we engineered in
prompt_construction.py. Other wuseful functions
(prompt-and-model-agnostic API call, data loading) can be
found in utils.py.

utils.py

4. Discussion and Conclusion
Suspicion scoring with the trusted monitor

As mentioned earlier, Greenblatt et al. (2024) use the logits from T’s answer to a ‘yes/no’ question to
generate a suspicion score. In contrast, we query T directly for a score between 1 and 17. Comparing the
histograms from the two works, we can see that our trusted monitor appears to be a far weaker
discriminator between safe and backdoored solutions than theirs.

We suspect that this is the consequence of two things:

- GPT-3.5 is a very weak monitor, especially when prompted directly for a score; and
- To minimise costs, we did not implement rigorous chain of thought prompting, thus weakening
our trusted model.

However, we chose not to use a more capable model than GPT-3.5 because GPT-4 is quite a good
discriminator, as shown in the original control paper. Ideally, we would have liked to find a model that
performs somewhere between GPT-3.5 and GPT-4, but we didn’t have the time to set up any open source /
Anthropic models in our framework.

Iterating using suspicion score estimates

We considered the possibility of asking U to improve upon a backdoored solution according to its model
of what T would evaluate as suspicious. Had we had more time, this would likely have been one of the
first points we worked on.



An important conceptual point we came to, however, is that it is quite important to consider how this
process is applied. In the original control paper, U generates backdoored solutions within a scaffold (see
their Figure 10, p32) that filters out attempts which are likely to be caught. We reasoned that any
application of this iterative backdoor improvement ought to be applied only to those backdoors which the
model would have been happy to send already.

The reasoning behind this goes as follows: suppose U doesn’t iterate on any of its backdoor attempts
beyond what’s carried out in the scaffold already, and thus attempts 10 great backdoors on average in
1000 problems. If you were to take the 5 best backdoors from the rejected group and iterate on them,
improving them so they become sneaky enough to warrant attempting, you might end up with 15 pretty
good backdoors on average. This could conceptually be a worse strategy for the untrusted model, since a
single caught backdoor results in failure. On the other hand, suppose you take these 10 great backdoors
and iterate on these, producing 10 near-perfect backdoors; this is an undeniable improvement on the
original policy.

Affordances for the red team

We expect that untrusted models in future will be quite situationally aware, be capable of reliable theory
of mind, and be able to plan based on these assets. However, our red team is given relatively basic
affordances. We didn’t have time to experiment with how additional affordances for the red team could
impact U’s ability to simulate T, but some of the ideas discussed included giving the red team information
about T’s capabilities (e.g. via human-conducted analysis into the decision-making process of T) or
granting the red team some number of query calls to T.

Future work

Due to time constraints, our numerical results are only preliminary. However, our codebase provides a
clean and lightweight implementation of the ability of U to predict T scores, and can easily be extended to
perform more thorough analysis. Interesting avenues for future work include:

- Experiment with swapping in different models of different sizes from different sources (OpenAl,
Anthropic, open source, etc.) to flesh out scaling trends.

- Iterate upon the prompt construction for T and U and explore impact on suspicion / simulation
distributions.

- Incorporate U’s simulation of T into U’s decision model and observe impacts on safety-usefulness
Pareto-frontier.

- Sample more than once when getting T and U suspicion / simulation scores.

Conclusion

This report provides an initial exploration into the extent to which U can simulate T and then use that
information to its benefit. We are most excited to see more work done on this question using the
framework established in our codebase, and we consider this to be an important question to consider for
future Al control research and practical control evaluations.
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6. Appendix
Implementation details

Language models and prompts

Trusted monitor prompts

For GPT-3.5, we used
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